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1. ABSTRACT
Authentication and cryptographic protocols are designed to provide properties such as authentication and key exchange. These properties are difficult to formalize and the protocols often contain a great deal of combinatorial complexity, making their verification extremely difficult. But what is important is the correctness of these protocols. Therefore many methods have been developed to model and verify security protocols. It has been argued that security protocols can be considered as the flow of messages in a network and as a result can be modeled with process algebra such as Communicating Sequential Processes (CSP). In this survey we focus on presenting work which has been dedicated to model checking authentication and cryptographic protocols using CSP/ Failures-Divergences Refinement (FDR). What you will find is a rich collection of work presented in this area from highly theoretical work to purely practical work. This survey is a good start for researchers with a back ground in CSP and who want to specialize their research on model checking authentication and cryptographic protocols.
2. INTRODUCTION
Many authentication and cryptographic protocols have been presented in the literature up to now with different goals. These protocols are supposed to achieve their goals with the presence of an intruder which can overhear, drop and fake messages. In other words an intruder is in complete control of the medium.  Unfortunately it has come to be seen that the majority of these protocols are incapable of achieving their goals in such an environment. As a result much research has taken place to check the correctness of these protocols before their practical use in the real world. One of the many ways which has proven to be very successful is model checking.

The basic approach to model checking is to produce a model of a small system running the protocol together with the model of the most general intruder who can interact with the protocol, and to use a state exploration tool to discover if the system can enter an insecure state, that is, whether there is an attack upon the protocol. A number of different authors have used this approach either with general purpose or special purpose checkers. Among the many publications considered, a great many authors have used CSP/FDR as their method of model checking authentication and cryptographic protocols.
CSP (Communicating Sequential Processes) has become a framework which authors consider highly suitable for analyzing authentication and cryptographic protocols because of the following reasons (Roscoe et al 1995.a):
· CSP is appropriate for the modeling of multi-agent systems which communicate via messages.

· CSP forces close attention to issues such as the behavior of the insecure message transport system which underlies these protocols.
· Some forms of insecurity appear not in a single action or individual state, but over a series of actions. Since CSP models a process as the possible behaviors over time it can perform, it gives an excellent framework for understanding such subtleties.

· It is possible to build time into CSP modeling; either as continuous time or discrete time. 

Based on the aforementioned reasons there has been much work presented in model checking authentication and cryptographic protocols using CSP/FDR. Therefore this survey is dedicated to presenting important work which has been done on this subject.
This survey classifies work on this subject into four categories as follows:

· Some authors have concentrated their work on presenting techniques to standardize modeling common properties between security protocols. These authors have put a great amount of energy into finding these common properties and the difficulties related to modeling these properties in an error free way. As a result, their work presents modeling techniques for common security properties which help the modelers to present error free models of their protocols.
· Another group of authors focus on specific properties of specific authentication and cryptographic protocols. These authors base their work on the work of the authors in the first section and specialize them to model the particular property they have in mind. 

· Another group of authors focus on creating tools to make the power of CSP/FDR for modeling security protocols useable for researchers who are not familiar with the framework. Therefore their work presents tools which automate the creation of CSP models for security protocols
· In the last category a group of authors who are not familiar with CSP/FDR in depth use the tools from the previous section for their own benefit and model their own protocols and check them. This work shows how the tools can be used by authors with low knowledge of CSP to model check well known protocols used today, which have not yet been model checked. 

The papers from the first category are highly cited and are known to be the milestone papers in the area of model checking authentication and cryptographic protocols with CSP/FDR. In the first step, papers in this category focus on cryptographic or authentication protocols. In the work on authentication protocols, basic modeling methods such as Schnieder’s work (Schnieder et al 1996) which presented basic modeling methods in authentication protocols can be seen. In addition, authors such as Roscoe and Lowe came to realize that a major reason for inconsistency is difficulty in describing properties being modeled. Therefore Roscoe presented a method to find out what a protocol wants to actually achieve (Roscoe et al 1996) and Lowe presented work in understanding attacks on authentication properties and categorized levels of authentication achieved (Lowe et al 1997.c). As for work on cryptographic protocols, they focus on modeling confidentiality which the aim of cryptographic protocols. In our survey we have presented Roscoe’s work which modeled confidentiality using traces in CSP. In the second category the papers are based on the work from the first category but present advances. In this category, authors who realized that although the techniques presented standardize modeling and solve unanswered questions, presented papers which focused on the problem that these methods may create infinite state models. Therefore as a result, modelers turned to small system to prevent infinite states but get stuck with incompleteness and loss of fault preservation as a result. Authors such as Lowe and Roscoe present methods which shows how small systems can be designed with previously presented methods and still have completeness and fault preservation and automated previously presented methods which were time consuming and error prone (Lowe et al 1998) (Roscoe et al 1995.a).
In the second category, the survey considers work which models specific properties of specific protocols based on the techniques presented in the first category. This category is divided into work focusing on cryptographic protocols and work focusing on authentication protocols. Authors such as Roscoe have presented techniques for modeling key-exchange properties in cryptographic protocols. As for authentication protocols, authors such as Schnieder and Lowe focus on newly destined authentication protocols and present techniques in modeling time dependent authentication properties and stream authentication protocols.
As for the papers in the third category, they play the role of a bridge between authors with a strong background and experience in modeling security protocols with CSP/FDR and authors with a strong background in security protocols and with little knowledge of CSP/FDR but in need of its power. In this category Lowe’s famous work, Casper has been presented which is a tool which automates modeling security protocols with CSP with the modeling methods previously presented and therefore makes model checking security protocols possible for authors from different backgrounds.
In the last category, the work focuses on model checking security protocols, which have never been checked before, by authors with little experience with CSP using Casper. These papers have little to offer to researchers with model checking background but are a good reference for researchers who don’t want to get too involved with concepts in CSP but want to model check their own protocols.
This survey is intended to be a good place for researchers who have some background in CSP/FDR and who want to specialize their knowledge in model checking authentication and cryptographic protocols. This survey does not teach you how to model authentication and cryptographic protocols in detail, but presents the problems which have been the focus of researchers in this area, the methods they have considered, the problems they have encountered, the steps they have taken to find the problems and solve them, the problems which are still under consideration, and goals which are the focus of current and future work.
This survey is organized as follows: In Section 3, the basic modeling techniques are presented and papers in the first category are explained. Section 4 presents the work in the second category and focuses on presenting techniques to model specialized properties. Section 5 presents Casper and papers from the third category. Section 6 presents work in the fourth category and is suitable for researchers who don’t want to get involved with CSP and only want to use the powers of Casper to model their protocols. Section 7 presents the conclusion achieved from the survey and Section 8 presents references.
3. CSP MODELING FOR AUTHENTICATION AND CRYPTOGRAPHIC PROTOCOLS 

Modeling and verifying security protocols has been a major concern among researchers and developers. Therefore many methods have been tested by various people from different backgrounds. From the area of formal methods, researchers have come to take a major interest in CSP because they believe it is suitable for modeling multi-agent system which communicate via messages (such as security protocols), it forces close attention to issues such as the behavior of the insecure message transport system which underlies one the protocols, since it models processes as the possible behaviors over time they can perform it gives a proper framework for understanding situations which form insecurities which appear not in a single action or individual sate and finally CSP can incorporate time in the models.
3.1. Preliminaries in Modeling Authentication and Cryptographic Protocols with CSP
With the rising popularity of CSP in modeling security protocols, some researchers came to an understanding that the modeling of important aspects and properties common among security protocols should be presented, and certain modeling techniques should be specified.
3.1.1. Authentication Properties

In 1996, based on the need for presenting professional modeling techniques, Schnieder focused on modeling security and authentication properties from a theoretical point of view (Schiender et al 1996). In this work, Schnieder explores ways in which security properties may be described as CSP specifications, how security mechanisms may be captured and how particular protocols designed to provide these properties may be analyzed in CSP. This paper eventually became a reference for researchers using CSP to model security protocols. Schnieder reminds readers that his work aims at exploring a general approach rather than trying to construct a universal model for all security issues. Schnieder uses the trace model of CSP to achieve his goal. 

Schnieder presents a network (NET) which can send and receive messages on two ports in and out respectively. He points out that security properties can be seen from two points of view:
a) The point of view of users, who do not know which other parties are to be trusted.
b) A high level or God’s eye view which identifies those nodes which follow their protocols faithfully, and which also identifies those which are engaging in more general activity, maybe in attempting to find a flaw in a protocol, Schnieder uses the high level view and therefore in his method the existence of an enemy whose identity is known and can be used in the formulation of security properties can be identified. At first Schnieder presents confidentiality as a specification requiring that any message output to the intruder (user 0) must have actually been sent to user 0.Based on this specification he models it as follows (Schiender et al 1996, page177):
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In the continuing Schnieder models message authentication which requires that messages can be guaranteed to be authentic. Schnieder defines this property as: Event b authenticates event a in process P if and only if P sat AUTH(tr), where (Schiender et al 1996, page178):
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This specification can be captured in CSP as follows:
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In other words, receipt of the message 
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 is possible only if that message was sent by node i. Thus on a system NET consisting of the medium, enemy and nodes, the property to check would be:
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For the basic network where the protocol will run, Schnieder presents an insecure medium which all nodes are connected to it and all interactions nodes have with each other only happen through the medium. The nodes communicate with the medium through trans and rec, and models the intruder as ENEMY and it interacts with the medium with different channels. The model in CSP is as follows (Schiender et al 1996, page179-180):
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INPUT(B) permits input to the medium, OUTPUT(B) allows output to the medium and IA(B) describes the possible interactions with the medium due to the intruder.

In the next step Schnieder presents a message framework which is common among messages of different protocols. He presents it as follows (Schiender et al 1996, page.180):
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In addition Schnieder considers the condition that an intruder can create new messages of the mentioned format from the keys and information it has gained from messages it has overheard. To present this concept Schnieder presents |-, the inference power of the intruder which is dependent on the encryption mechanism of the protocol. |- presents the range where the intruder can infer new information from a set of information it has from previous messages.

One of the issues Schnieder considers is the model of the intruder (ENEMY). He is concerned with the messages which the intruder can create. Therefore in the modeling process he parameterized the process with the set of messages it knows (S) and the set of messages that it can initially generate (INIT). In addition Schnieder points out that in the traces model in CSP one intruder is enough to represent any number of intruders. The model is as follows (Schiender et al 1996, page.183):
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KILL(S) means the intruder can remove a message from the medium. ADD(S) means the intruder can put any message it can generate on them medium. LEAK(S) means the intruder can observe any message on the medium and KNOWS(S) models the intruder’s knowledge of particular messages.
One of the major roles in a protocol is the nodes and Schnieder aims at describing their modeling as well. Schnieder points out that nodes provide the means which users send messages and receive them from the network. Nodes interact with users by inputting plaintext messages, with intended destinations, and outputting such messages together with their source. Users interact with the node with in and out channels and the node interacts with the medium with trans and rec channels. Schnieder unlike modeling the messages does not give a common framework from nodes and says that node are highly dependent on the protocols they run and therefore their model varies from one protocol to another.

To experiment its architecture for authentication Schnieder uses Meadows example in his paper “Applying formal Methods to the Analysis of the key management protocol”. As for the experiment results Scnieder claims that he found all the attacks previously known in the Meadows protocol and presents the attacks to prove his claim. And therefore comes to the result that his model is sufficient for modeling security properties. 

In the end Schnieder states that his paper is concerned with the expression of particular security properties and protocols within the framework of CSP and shows that his presented method of modeling authentication with CSP is successful and sufficient on analyzing authentication properties in security protocols and as his future work is focused on some modeling issues such as creating a finite space for messages, considering refinement in the model of the system for detecting flaws, and tends to focus on non-repudiating protocols.

In 1996, Roscoe aimed at a problem which was a consideration of many researchers in the area of model checking security protocols, and tried to give a standard solution to what a security protocol is actually intended to achieve. Roscoe presents an automatable style of specification which asserts that a node can only complete its part in a protocol run if the pattern of messages anticipated by the designer has occurred. To achieve his goal he first examines the modes of specification for authentication properties and then works his way up from there to what a protocol does and then how does it achieve it goals. Then using the technical results from the previous steps he presents canonical intensional specification which is actually his automatable style of specification for protocols.

Roscoe presents an extensional specification which aims at the sates of mind of the various participants including the intruder and is not dependant on the details of the protocol. This specification is achieved by what the protocol is intending to achieve. To show the power of this specification he uses the TMN protocol and specified learned secrets by the spy and receiving a message that fails to tie up the node with a node which believes it is connected to as errors. Using these specifications Roscoe claims he found 13 attacks which have also been proven by others. Therefore Roscoe claims his method is capable to find errors which are not dependent on protocol details but Roscoe points out that it is incapable of finding certain authentication situations. Therefore he presents intensional specification which its primary purpose is to assert a property of the way, in terms of communications within the protocol a particular state is reached. Based on this specification Roscoe points out that in authentication protocols attacks usually are caused by various nodes believing a run has been completed when it has not. Based on this attack Roscoe presents canonical intensional specification saying a protocol wants to satisfy that a node can believe a protocol run has completed unless a correct series of messages has occurred up to and including the last message the given node communicates. Roscoe points out that this specification is highly dependant on the protocol detail and presents this specification in CSP as follows:

· Identify a stage in the protocol or other event which should not be reaches without a legitimate run having occurred. In this case each node has its own canonical specification. 

· Give a description of the possible sequences of messages that ought to have occurred before this stage in the proceedings. In this stage Roscoe uses two channels for input and out of nodes, signal events and the sequence of messages representing a single legitimate session of a protocol run (he uses TMN).

· Make up the specification by combing together as many of the processes wished to consider as a session.

· In the end a specification for trace refinement of the complete system modified so that the communication’s names math those in the specification.

Roscoe presents the condition where the protocol under consideration can reach the chosen stage without the correct communications happening in the order used to describe a protocol as the protocol failing the intensional specification. In this case he says two actions can be taken:

· The implications of the unexpected behavior must be considered in other analysis which has considered the perfect execution of the protocol.

· To harden the protocol to avoid the unexpected behavior.

Roscoe then uses TMN to show that his canonical intensional specification doesn’t catch any attack which takes the form of the spy replaying the contents of a completed session through the server. In addition the author claims all attacks found by extensional specification can be found by canonical intensional specification as well. To show the power of canonical intensional specification Roscoe presents the attacks which can be detected by this method as: Refection attacks, Man-in-the-middle attack, Parallel Session attack and Duplicate Session attack.

In the last stage Roscoe presents time in his intensional specification in the form of time stamps to present freshness of messages, timeouts and freshness of data. By presenting time Roscoe points out that his intensional specification gains the following capabilities:

· Timeouts the expectation of the length of time a protocol will take can be considered in the specifications.

· Timestamps provide the possibility as timeouts in addition they include the relationships between timestamps, and between timestamps and event times in specifications.

· With reset action in the model freshness can be detected by asserting that every session comes completely before or after the reset action.

Roscoe compares his work with “Some New Attacks on Security Protocols” by G. Lowe and discusses his work to be similar to his canonical intensional specification. In addition he presents “Authentication and Key Exchanges” by W. Diffie and claims their work is similar to his intesional specification. In the end Roscoe concludes and claims he has presented the use of specifications which take a global view of communications in the network resulting from the implementation of a protocol and assert that they only follow anticipated patterns. In addition the claims his canonical intensional specification in authentication protocols provide an accessible way of seeking and judging attacks
In 1997, Gavin Lowe (Lowe et al 1997.c) realized that there is a great need to fully understand major attacks on authentication protocols to find sensitive parts in a protocol model and in addition they help in verifying them as well. In this work Lowe presents and analyzes four attacks on authentication protocols with CSP which basically cause the responder to think that the initiator has started more than one session although the initiator has only started one session. In the first step Lowe considers the wide mouthed frog protocol and presents the attack where the initiator falsely believes it has two sessions with the initiator although it as one. The author shows the attacks it proceeded by the replay of a message from a previous run and points out the reason for this is that the time stamp only shows that the initiator is trying to establish a session but not how many. Lowe suggests the consideration of adding a nonce hand shake but this destroys the conciseness of the protocol. Next Lowe presents the Denning-Sacco protocol which has the same problem of the Wide-Mouthed Frog and Lowe claims the attack will be solved by adding nonce handshakes as mentioned before. After wards Lowe presents CCITT X.509. In this protocol Lowe shows the attack involves three simultaneous runs which in the second run the intruder convinces the responder the initiator is trying to start a new session then the responder gives a nonce challenge which the intruder can not answer. Therefore the intruder causes the initiator to start a session and uses it as an oracle and answers the nonce challenge. Lowe claims the cause of the attacks is the lack of the identity of the responder in the messages, therefore if it is added the attacks is prevented. In the last step Lowe presents SPLICE/AS and shows the attack is caused by the replay of messages in the third run. Lowe solves this attack by adding a nonce challenge.
In the end Lowe concludes that these attacks can help research in analyzing, modeling and verifying authentication protocols. In the end Lowe suggests CSP as a proper method in modeling and verifying authentication protocol in a formal manner.
Based on Roscoe (Roscoe et al 1996) and Schnieder’s (Schnieder et al 1996) paper, in 1997, Gavin Lowe (Lowe et al 1997.b) solved one of the major issues in model checking authentication protocols which had created great inconsistency in the results obtained from model checking a certain protocol and in addition be standardized the answer to the question: “What is considered authentication?”. The author like any other has stated that the meaning of authentication varies among researchers and developers which have a close connection with the developer’s and researcher’s needs. Therefore the author believes that different well known definitions of authentication must be analyzed and their meaning must be formalized and based on the needs the type of authentication level of a protocol can be specified and based on that the protocol can be model checked. To formalize the meanings of authentication Lowe uses CSP and FDR.

Lowe presents four types of authentication in a common model with a responder, initiator, and intruder and possibly a server:
· Aliveness: Whenever an initiator completes a run of a protocol, apparently with the responder, then the responder has previously been running.

· Weak Agreement: Whenever an initiator completes a run of a protocol, apparently with the responder, then the responder has previously been running the protocol, apparently with the initiator.

· Non-injective Agreement: Whenever an initiator completes a run of a protocol, apparently with the responder, then the responder has previously been running the protocol, apparently with the initiator, and the responder actually believes it is acting as a responder in the protocol run, and the two agents agree on the data values corresponding to all the variables in the set of free variables appearing in the protocol description.

· Agreement: Whenever an initiator completes a run of a protocol, apparently with the responder, then the responder has previously been running the protocol, apparently with the initiator, and the responder actually believes it is acting as a responder in the protocol run, and the two agents agree on the data values corresponding to all the variables in the set of free variables appearing in the protocol description, and each such run of the initiator corresponds to a run of the responder. Based on this definition Lowe presents full agreement to refer to agreement on all atomic data items used in the protocol run.

After presenting the levels of authentication, Lowe adds the “recentness” concept to all the definitions. He considers recentness as within the duration of the initiator’s run or at most t time units before the initiator completes its run in the definitions and renames them as: recent aliveness, recent weak agreement, recent non-injective agreement, and recent agreement.

To present his definitions he uses the trace model in CSP. Lowe uses the Needham-Schroeder Public Key Protocol as the base protocol to express his authentication definitions. In the CSP modeling process Lowe augments belief signals (the channel signal) which he uses to check the authentication levels in the protocol. He presents two signals Running to show an agent has taken a role and Commit to show the agent thinks it has successfully completed a protocol run.. Based on these modeling assumption Lowe models the authentication levels as follows:

· Agreement: With considering the initiator and responder as A-role and B-role respectively, d1 and d2 as the data items in the protocol run and 
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Lowe then uses this property in CSP and shows how to test it against a protocol with a single and multiple runs in the network model he previously presented. In addition be uses the Needham-Schroeder Public Key Protocol as an example for his method and shows this protocol does not satisfy the agreement property.

· Non-injective Agreement: With the same settings in Agreement Lowe models non-injective agreement as follows (Lowe et al 1997.b, page 8):
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Lowe uses this property in CSP and shows how to test it against a protocol with a single and multiple runs in the network model he previously presented.

· Weak Agreement: With the same settings in addition to ds being the data set Lowe models weak agreement as follows (Lowe et al 1997.b, page 8):
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In the continuing Lowe uses this property in CSP and shows how to test it against a protocol in the network model he previously presented.

· Aliveness: With the same settings in Weak Agreement Lowe models aliveness as follows (Lowe et al 1997.b, page 8):
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In the continuing Lowe uses this property in CSP and shows how to test it against a protocol with a single and multiple runs in the network model he previously presented.

After presenting the authentications Lowe claims his models can be extended to systems running multiple protocols by simply adding the protocol names to signals. In addition Lowe focuses on adding recentness to his models in two ways:

· Freshness: Lowe claims in some cases recentness can be guaranteed based on fresh data value. In his work he mentions that Agreement and NoninjectiveAgreement can present recentness with this method.

· Timed Authentication: In this method Lowe adds time into the CSP model. He presents passage of time units by an event tock and interprets recentness within the last AuthTime time units, where AuthTime is a parameter provided by the protocol tester. To achieve this goal Lowe presents a process which terminates after n tocks to present passage of time and adds time to processes representing the agents in the system (Lowe et al 1997.b, page 10):
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With the use of these processes Lowe models timeouts in protocol runs and models recentness in the authentication models. For a detailed description please refer to the paper. 

After presenting the authentication and their recentness Lowe compares his work to Intensional Specifications of Security Protocols (Roscoe et al 1996) and claims his work is similar to his full agreement authentication. Comparing to Diffie’s “Authentication and Authenticated Key Exchange” (Diffie et al 1992), Lowe claims their authentication is weaker than his weak authentication. He presents Gollmann’s ‘What do we mean by entity authentication?” (Gollman et al 1996) claiming his work to be similar to Roscoes and in the end he presents Paulson’s “Proving of Security Protocols: Needham-Schroeder with public Keys” claiming his work being similar to his non-injective agreement.

In the end Lowe concludes he has successfully presented various specifications of authentication and has modeled a system and the authentication specifications with CSP successfully. The author states he has presented a worthy comparison of the modeled authentication and has shown the strengths and weakness of each.

3.1.2. Cryptographic Properties

In 1995 at the same time as Lowe and Schnieder’s work which focused on authentication, Roscoe presented a method for modeling confidentiality (the major property of cryptographic protocols). From the many capabilities of CSP, Roscoe (Roscoe et al 1995.a) stated that determinism presents the most satisfactory definition of confidentiality and with the use of abstract mechanisms in CSP these properties can be well expressed and analyzed. He states that traces and failure/divergence are not suitable for this matter because traces can not distinguish between a process that can always perform a trace and a process that might also non-deterministically refuse to, and failure/divergence can not distinguish between processes that can be observed distinct by a user who can record what events happen after given refusals, as well as before and it can not distinguish between processes which have the same range of non-deterministic behavior, but with different probability distribution. In his work he aims at confidentiality issues focusing on how can a system interacting with a number of users be specified and verified that it does not allow leakage of information. For presenting his method, he presents a process intended to be secure and has two disjoint subsets H and L which partition its alphabet and in addition any user interacting with P in L (UL) must not gain any information about the interaction of users in H (UH) with P. To prove his methods in the first level he presents two concepts which are derived from the assertions he has made on the secure processes in his system: 

· Eagerly Trace-Invariant
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 with respect to L; which states if two traces of P are different in H actions then the remaining behavior of P in L are identical after these two traces.

· Lazy Trace-Invariant
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 with respect to H; this concept is like the previous one but does not conceal H actions but makes the ambiguous and thereby disguises them. The conceptual difference is that this concept’s view is that H actions do not need to happen immediately but can be delayed.

Roscoe therefore proves that the second concept is stronger since it does not permit the set of available L action to change after an H action, unlike the first one. Therefore in the continuing he only refers to
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. Roscoe explicitly reminds the user that the type of communications are excessively important in determining if a process is secure or not and presents his work in two phases: without considering the type of communications and with considering the type of communications in his analysis. In the first phase Roscoe presents his first theory:

· If P\H is deterministic, then P satisfies
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· If P|||RUNH is deterministic, then P satisfies
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· If P is deterministic, P\H is divergence free and P satisfies
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· If P is deterministic, P\H is divergence free and P satisfies
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Based on the proof Roscoe provides for his first theorem he concludes that for a deterministic P, the trace based conditions are sufficient and in anyway H is abstracted away and the L interface is deterministic and could have not been influenced by H. For Roscoe to go to the next phase he presents three new concepts as the result of the proof of his first theorem:

· Eagerly Independent with respect to L
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· Lazily Independent with respect to L
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· Strong Independence with respect to L
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In the second phase Roscoe breaks down H into signals S and events which can be delayed D, to make his idea more accurate and show the effect of types of actions. He presents this concept since he suggests the security of a process id highly dependent on the type of actions. Roscoe claims that for his method to be more accurate the D events should be dealt with the interleaving model and the S events should be dealt with the hiding model. To prove his idea he presents the two following concepts calling them mixed independence:

· 
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· 
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 is deterministic.
Using these concepts Roscoe presents and proves the next theorem:

· If P satisfies 
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· If P is deterministic and P\S is divergence free then it satisfies 
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Using the results from the proof of this theorem Roscoe comes to the conclusion that the determinism-based independence condition is the most satisfying of the mixed conditions. In the last level Roscoe proves that his method is even suitable in cases where infinite traces are considered for H. Roscoe compares his work to Allen in “Comparison of non-interference and non-deductibility using CSP” (Allen et al 1991), Graham-Cumming in “The formal development of secure systems” (Graham-Cumming et al 1992), and Ryan in “A CSP formulation of non-interference” (Ryan et al 1990) and notes their work is similar to his concept “lazy trace-invariant”. In the end Roscoe concludes that analyzing confidentiality is best via determinism since they have the property of being preserved under refinement. In addition the author notes his method can be simply applied to large size systems and his method has the advantage of having algorithms close to FDR and therefore can take advantage of its features.
Schnieder, Roscoe and Lowe’s works are known to be the basis for modeling and verifying authentication and cryptographic protocols and the work of others are based on their techniques and results. 

With the help of these researchers, complications involved in modeling CSP protocols have been mainly solved or smartly pointed out and analyzed. With CSP techniques becoming well known another problem was presented and that was the optimization of the techniques.
3.2. Advanced CSP Techniques in Modeling Authentication and Cryptographic Protocols 

Many researchers who used techniques developed by Lowe, Roscoe and Schnieder noticed that if the researcher does not have high knowledge of CSP, their models will result in infinite states or their models are highly error pone. As a result some researchers chose to model the protocols in small systems to prevent infiniteness of states but encountered the problem of losing fault preservation and completeness. Therefore researchers with a strong background in CSP presented work solving completeness, fault preservation and state space issues caused by goals of optimization or even presented automated techniques for the researchers to model error-free properties.
3.2.1. Solving Completeness, Fault preservation and State Space Issues

The problem of model checking security protocols in small systems has been addressed by Gavin Lowe (Lowe et al 1998). Lowe sees the problem as a protocol proved secure in a small system cannot be proved to be secure in a larger system. Therefore he presents a method which can be used to prove a protocol proved to be secure in a small system can be proved to be secure in a larger system. At first he presents two concepts as follows: 

· Breach of strong Secrecy, where an honest agent believes a value used in a protocol run to be a secret shared only with other honest agents but the intruder knows.
· Breach of secrecy, is like the above, only considered in a complete protocol run.
Using these concepts Lowe presents his method saying that if there is no attack on the small system leading to a breach of strong secrecy, then there is no attack on an arbitrary system leading to a breach of strong secrecy, and therefore no attack leading to a breach of secrecy. In the continuing Lowe presents conditions which the small system in CSP should satisfy for it to be of use in his method. He notes that the small system should satisfy having one agent taking each distinct role, each agent running the protocol precisely once, each agent only run the protocol with honest agents in agreed roles, different encrypted components within the protocol messages having distinct forms, identities of all agents taking part in the protocol run may be inferred from any encrypted component from the run, protocol runs do not make use of any temporary secrets, messages are built from atomic values by sequencing and standard encryption. In addition Lowe’s small system assumes that an agent will accept a message that it receives if and only if the values assigned to free variables are consistent with what has gone before in the current run and every agent can get all the parts of a message it receives and does not simply forward it. While modeling the small system Lowe considers functional data items which are dependant on agents and short term data item which are not dependant on agent identity and data item is considered secure, insecure, fresh or not fresh. In the end the author presents the intruder’s knowledge of having non secret variables from functions and all non secret information in the system. 

After Lowe presents his small system he aims at showing that if his presented small system running a protocol does not lead to breaches of strong secrecy, then any system running the protocol is secure. To check the security of the protocol in his small system he uses model checking and FDR as his tool. Therefore Lowe presents the Otway-Rees Protocol in his small system and uses FDR to prove that there is no attack in his small system and therefore Otway-Rees is secure in any other system. In addition Lowe presents the TMN protocol in his small system and shows that it is insecure due to no authentication of sender but can be fixed by replacing PKI with shared key encryption. In addition to prove his method works using examples, Lowe proves his work theoretically as well. The prove begins by showing that the intruder never learns functional data items which are secret, and then proves that if a protocol is secure in his small system, then all short term secrets which appear in the protocol messages do so only within encryptions where at least one of the corresponding encryption keys are secret as well. In the following Lowe proves two regularity results which he will use to prove that if the protocol is secure in the small system then it is secure in any system: if the intruder learns a particular fresh value V, then : 

· There is a variable x that all occurrences of V instantiate x.

· All message components containing V have the same agents taking each of the roles.

After the author proves thathis method works properly Lowe concludes that he has presented sufficient conditions upon security protocols and their environment such that if there is no attack upon an appropriate small system, then there is no attack upon an arbitrary system and claims his method is easy to work with and adapt protocols to work with his method. But in the end the author says his method has a false negative problem only seen within the Needham Schroeder Protocol. In the end Lowe mentions that as future work he aims at extending his work to include authentication protocols and refining his results to remove some of his simplifying assumptions so more protocols and cryptographic functions can be dealt with.
In the same year, Roscoe et al presented a  publication on model checking cryptographic protocols based on his previous work (Roscoe et al 1995.a) and Lowe’s (Lowe et al 1998) and presented a more general technique which could cover more protocols and could solve the completeness problem in model checking security protocols (Roscoe et al 1998). Roscoe focused on the problem that proving protocols with model checking is basically done on small and limited versions of the protocol which cannot guarantee that the model checker has found all the attacks on the protocol. Therefore Roscoe used data independence techniques to present a model which allows the agents to use unlimited resources with finite resource types in unlimited number of runs. By using data independence techniques the author aims at finding a threshold limit for the number of resources (such as nonces) which can create unlimited runs for a protocols. In a simpler sense Roscoe aims a finding a transformation function which shifts values of a resource type around and identifies them together to create room for another value to be created and be treated as fresh.
Roscoe uses the same model he used in his previous work, an honest agent in each role in the protocol which have the option of aborting a run if it doesn’t receive the proper information; an intruder which can disguise itself as another agent, can over hear messages, can prevent messages being received, and can fake messages using the knowledge and deduction function it has. The author uses CSP to give a detailed description of the agents and the intruder, for a detailed description please refer to (Roscoe et al 1998). But Roscoe points out that this CSP model cannot be tested by FDR because of the large number of states and should be replaced by a two-sate process for each learnable fact with deductions being carried out by communication over special channels. 
After Roscoe presents his method he presents that each agent enters a session when it runs a protocol with a new nonce and he considers the following situations which if are violated they are considered as attacks:

· A message considered from a specific agent should actually be from that agent

· The message from two honest agents should be secret from the intruder

· The agents should receive the messages which they should be receiving at their stage in the protocol run

· The intruder should not learn secret information.

After presenting the basics, Roscoe presents his method based on data independence. The author uses methods in data independence proofs in CSP models of crypto protocols and reduces full size models of these protocols to a smaller model with all parameter values. One of the important methods he uses is logical relation between the behaviors that two different versions of a parameterized system can display. Roscoe says since he uses traces this relation can be used if the relation function is injective, but this relation can cause problems if it is non-injective.
Roscoe solves this problem with non-injective relations. He uses Positive Conjunctions of data independence (PosConjEqT) and notes that the handling of keys, nonces etc fall in this framework. In the continuing Roscoe presents 
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 for a set of constants C saying: the program satisfies PosConjEqT except that it may have non-stop results for equality tests involving at least one member of the set C. In the continuing Roscoe uses the PosConjEqT to present the deduction method of the intruder calling it positive deduction, saying: it is a positive relative to a certain type (T) if, for any function between types 
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 to prove that one intruder is enough to test the security of the protocol as well. After presenting his method Roscoe proves his method by presenting a nonce manager which is responsible of creating fresh nonces for the agents when needed and then considers a transformation that identifies old nonces forgotten by honest agents but remembered by the intruder which is finites and uses this transformation to find the nonces forgotten by the spy and uses those nonces as fresh onces and therefore proves that his logical relation method in data independence created a finite resource from nonces while providing unlimited uses of nonces. But in the continuing Roscoe reminds that this method although useful it creates false attacks which can never happen in real life and presents results that show the limitation of his work, saying his method is limited by considering the intruder to have a certain limit of power presented in the system and can not gain more knowledge that the limit presented, the nodes interpret different messages in different types and nodes can only run one session at a time. 
After proving his method Roscoe concludes and claims that his method makes it possible to prove more complete results on model checkers and his technique can be applied to all crypto protocols with out time stamps with relevant positive deductive systems. In addition the author claims since his method is not restricted to specific types most of the methods based on trace specification can be brought in his scope of work
In 2001, Hui presented a PhD thesis (Hui et al 2001) which focused on modeling large commercial protocols which were very complex and difficult to model and analyze. In addition, these protocols mostly caused state explosion when modeled and were incapable of being analyzed. Hui et al presented a fault preserving simplification method which takes the complex protocols and cuts out ant type of complexity which seems to be un-necessary to the correct functioning of the protocol and creates a simpler and smaller version. Then they prove their small version can be a complete replacement of the original and any result gained from the small system can be considered for the original version.

They note that they identify a number of simplifying transformations on protocols that have the property that if there is an attack upon the original protocol, then there is also an attack upon the simplified protocol. But they note that the property of being fault-preserving is only one way round: it is possible to apply fault-preserving simplifying transformations in such a way as to introduce new attacks, by oversimplifying the protocol. Their idea starts from the original protocol, then they apply as many fault-preserving simplifying transformations as possible, trying to avoid introducing new attacks, and then they analyze the simplified protocol. If the simplified protocol is secure, then so is the original; if, however, their analysis show an attack upon the simplified protocol, they consider whether there is a corresponding attack on the original protocol, if there is such an attack, then the original protocol is flawed; otherwise they conclude that they have oversimplified.  The authors considered two ways of simplification:
· Renaming transformations where the messages in the original protocol are uniformly renamed according to some function.

· Structural transformations where the structure of the protocol is changed, with messages being added or removed, or the senders and/or receivers of messages changing.
To model their system, they considered their messages with atomic values by pairing encryption and hashing; they modeled the honest agents with events: send, receive, claimsecret showing that an agent thinks a certain data is secret, running showing the initiation of a protocol and finishing showing the termination of a protocol run; and they considered the intruder to be capable of hearing, dropping and faking messages. After they presented the model they considered the following properties as their secrecy and authentication properties: 1) if an agent A performs a claimSecret:A:B:M event  where B is not the intruder, then the intruder should never perform read M. 2) that the number of finished events performed by A concerning B with some sequence of messages Ms must be no more than the number of corresponding running events performed by B.
After presenting their model the authors present their Renaming transformation by considering a function f which maps the messages, events and the initial knowledge of the intruder (IIK) in the original protocol to messages, events and initial knowledge of the intruder 
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As for the intruder they prove that f should have the following effects on the intruder’s knowledge: 
· If the intruder can deduce a particular message M in the original protocol, then he can deduce the corresponding message f(M) in the corresponding setting in the transformed protocol

· If the intruder initially knows a particular message in the original system, then he knows the corresponding message in the transformed system.
After proving these two conditions, the authors prove a vital property which is needed for the transformation: If the transformation function f satisfies the two conditions mentioned then:
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By considering the conditions which the authors have proven (For a detailed description of the proofs please refer to their thesis) the authors prove that If a particular trace tr constitutes a breach of secrecy on the original protocol, then f(tr) is a breach of secrecy on the simplified protocol and if a particular trace tr constitutes a failure of agreement authentication on the original protocol, then f(tr) constitutes a failure of agreement authentication on the simplified protocol. In the end of their step by step proof of their renaming technique in the end they use their proven conditions to conclude that: if the small system satisfies the secrecy and authentication properties then the original system will.

To illustrate their technique they considered some examples. They considered imaginary examples and took away encryptions and hashes which were unnecessary for the correct functionality of the protocol. In the next step they cut of fields which were unnecessary, atomic which were not keys, or application of hash functions and they renamed atomic necessary fields as well. Afterwards with some examples they showed that some messages can be swapped and even some fields can be cut out of the encryption. In the end for the SET protocol they showed the signatures can be simplified with the techniques they showed as well.
After considering the Renaming technique they presented their structural technique which has two parts: one that considers a transformation that splits a single message into two, and another that replaces two messages with a single message, redirecting a message that is sent via a third party so that it is sent direct. Their idea behind splitting messages is that

if there is a message (M1;M2), then they replace this message with a pair of messages, M1 and M2 respectively. They note that such a transformation can be advantageous when model checking, because it reduces the size of the message space (the number of distinct messages in the model); however, there is a trade-off, because it increases the size of the state space; but they claim using the model checker FDR suggests that it is a worthwhile transformation for moderately large messages. Their method basically means that whenever the process 
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 sends or receives a message (M;M0) from Pairs, the process 
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 (the simplified process) will send or receive the pair of messages M and M0. To prove the correctness of their technique they go through a series of proof which you can find in the thesis, but in the following the proven lemmas are presented (Hui, Lowe et al 2001, pp. 11-15):
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Using these lemmas they prove that if the small system satisfies the secrecy and authentication properties, then the original system will too.

For their redirecting method they consider the fact that in some protocols some information is to be sent from an agent A to another agent B, However, rather than sending this message directly, the message is sent via some third party C. their simplification will adapt the protocol so that this message is sent direct. They claim such a transformation produces very significant gains when model checking, because in the original protocol, it is possible to interleave C's events with A's and B's in many different ways; further, C should be willing to accept any message for M, because it performs no checks on this message, which markedly increases the state space. In order to define this transformation, they adapt their model of protocols slightly, so as to include message numbers within the events representing those messages and they assume that all traces tr of the original protocol conform to the above description, so if an agent C sends the message cb, then he must previously have received the message ac. To prove their method they use the same lemmas in their splitting technique and prove that prove that if the small system satisfies the secrecy and authentication properties, then the original system will too.

To illustrate their structural technique they present some examples. They used the CyberCash Main Sequence Protocol and in the first step removed the fields that are not necessary for its functionality such as the price of the transaction according to each agent, the customer's credit card number, agents' identities, keys, and transaction numbers. In the next step they cut off hashes of public keys which are not necessary. In order to simplify the protocol for secrecy analysis, they remove the signatures. In the resulting protocol, several fields ere repeated within some encryptions. By swapping pairs of atoms around they bring together like atoms, which can then be coalesced to a single atom. In the end in order to simplify the protocol for authentication analysis, they remove the encryptions using the symmetric keys. After simplifying the protocol they tested it and they found a weak authentication attack where the intruder watches a run of the protocol, intercepts a message, and then fakes the message from what it has seen in previous messages. They claim this can be traced back to an attack on the full protocol as well. In addition they claim because they over simplified they incorrectly created an authentication attack because they deleted the merchandise ID.
In the end the authors conclude they have introduced the notion of fault-preserving simplifying transformations: transformations that have the property of preserving attacks and have produced sufficient conditions for a renaming transformation to be fault preserving, and used this result to show that a number of transformations are indeed fault-preserving. They also conclude that they proved that two structural transformations are fault-preserving. 

In 2002, Broadfoot and Roscoe focus on solving the problem which caused their data independence technique not to have completeness (Broadfoot, Roscoe et al 2002). Their data independence technique each individual identity could perform an unlimited number of protocol runs sequentially, therefore the degree of parallelism remained bounded and prevented completeness. To solve this problem the authors took up the method of internalizing protocol roles within the intruder process since it made the internalized server role arbitrarily parallel at least in cases where it did not generate any new values of data independent type.
The authors note that a role A is internal precisely when A’s functionality is captured within the intruder component by a series of representative deductions based on known facts and generations of fresh values. An instantiation A of a role A is defined to be external. When internalizing roles it is often necessary to restrict the patterns of these deductions and generations within the intruder so that they correspond more accurately to the behavior of real agents. They present that they achieve this by means of a special class of constraint processes called Supervisors which  are designed to ensure that the internal role’s behaviors, after a given generation, follows the protocol sequentially and most particularly does not branch into several continuations of the same run. In addition they point out that there are two main advantages for modeling protocol roles internally within the intruder. The first is that this approach serves as an effective state space reduction technique. The second advantage is that the internal model of a protocol role A naturally captures a highly parallelized version within A. If A does not introduce any fresh values then the intruder is able to capture any degree of parallelism within A by performing the standard deductions on behalf of A. On the other hand, if A introduces fresh values, then the degree of parallelism within A that the intruder can capture is dependent upon the supply of fresh values. But the authors note that one of the problems that arises from this new modeling approach is that if the intruder is unrestricted, then he can perform any number of these generations he wishes, each time requesting a fresh value; this will result in the corresponding manager running out of fresh values.
In the next step of their work the authors present a concept which will help them derive and justify finite bounds upon the intruder that prevent him from requesting an unbounded supply of fresh values, without weakening our analysis. They named the concept Just-in-Time which they consider a CSP protocol model with a number of externally modeled agents, together with an internal role S, where S introduces fresh values of some type T and two externally equivalent traces as (Broadfoot, Roscoe et al 2002, pp. 8):
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A fresh value t of type T, received by an external agent, is generated “just-in-time” (JIT) in a trace 
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precisely when t is freshly introduced (via the corresponding generation of S) after the occurrence of all the protocol messages that precede the receipt of t (in some message M) by the external agent. S satisfies the “just-in-time” property with respect to type T precisely when, for every trace
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In addition the authors present dummy values together with the JIT property so that they can map a protocol model with an infinite supply of fresh values to a reduced system with only a finite set of fresh values which simulates the original one in a similar sense to that achieved in our earlier data independence work with only external agents. By using the concepts presented the authors presented a proposition to created a reduced model of the protocol and proved it as well: Suppose System(AS) is a protocol model with the set of roles AS, where a role A in AS is modeled as internal and introduces fresh values of some data independent type T. Suppose further that System(AS) is provided with an unbounded supply of fresh values of type T. If System(AS) satisfies JIT, then there exists a reduced (finite) system SystemR(AS) such that, for every trace 
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 in System(AS), there exists a trace 
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 in SystemR(AS) where 
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 and 
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 are externally equivalent. SystemR(AS) is constructed as follows: 1) The dummy-value strategy is implemented for type T. 2) The maximum number of fresh values of type T the intruder can store (unknown to any external agents) is equal to the maximum number of them he can pass on to an external agent in a protocol message.
In the next stage they presented and proved a concept names factorisability of internal protocol roles, and show that when satisfied by an internal role A within a protocol model it makes JIT, and hence the justification of bounds on the intruder, easy to check. 

Then, with the use of all the concepts they presented, they were able to present a reduced model which is proved secure, then the original protocol is secure with any number of parallelism. They note that: Consider a CSP model System(AS) for some protocol P, where AS is the set of roles in P. Suppose the role A in AS is modeled as internal, where A introduces fresh values of some type T. Suppose further that: 1) Each message M that can be sent on behalf of an agent A taking role A contains at most 1 value v of type T that was either freshly generated in M or previously freshly generated in a message on behalf of A. 2) If A receives 
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 of type T in some message M, where 
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 was freshly introduced in a message sent on behalf of A earlier, then no subsequent message received or sent on behalf of A may contain 
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, where 
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 is a value of type T freshly introduced in some message generated on behalf of A and v 
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. 3) If A generates more than one fresh value of type T per run, then it checks that no value of type T it receives, apparently introduced by another agent, was in fact generated by A previously in the run.1 4. The intruder can store N fresh values of type T, unknown to any external agents, where N is the maximum number of values of type T in any single protocol message. If no attack is found upon System(AS) then no attack exists upon P for any degree of parallelism within A.
Finally the authors conclude that as well as proving to be a highly effective state space reduction strategy, they have shown that the internal protocol role model frequently permits protocols to be analyzed with some roles having an arbitrary degree of parallelism and as future work They plan to broadening classes of conditions and specifications where we can use these techniques, wherever possible on all the identities present in a given protocol.
3.2.2 Creating Error Free Properties
After Roscoe presented his data independence technique, Broadfoot, Lowe and Roscoe (2000) aimed at making the data independence technique automated since it was error prone and time consuming. To make this possible they reduced the model presented by data independence and gave the result to Casper (Lowe et al 1997.a) to make its CSP model automatic. To make the resulting data independence model smaller the first step they took was to generalize the Manager Process to be able to handle multiple values while being capable of synchronizing with each other. In the next step the authors found the stale knowledge that the intruder gained through out multiple runs and added them to its initial knowledge before starting the runs and therefore reduced the state space. They used pre-run simulations to find the stale knowledge. They used pre-defined computational methods used to calculate the intruder's knowledge from initially known values identified by the user and performed the simulations by taking the set of messages the intruder will eventually see and the computational methods to calculate the closure under the deduction rules and then mapping fresh values of data independent types to appropriate background values. In their last step the authors incorporated the server which is capable of creating fresh values of data independent types into the intruder by means of additional set of deductions and generations that the intruder can perform. They modeled the server as a generator with is based on a non-empty sequence of the fresh objects being created, the set of inputs the agent modeled requires to trigger it to produce the fresh values and the set of facts generated. This model increased the state space, to reduce the state spaced the authors limited the intruder to acquiring a new set of fresh values until one of the honest agents is ready to receive such a value from the server. They claimed this method of reduction lost some attacks to prevent such a thing they introduced dummy values into the type being generated. These values had the special characteristic that they are not accepted as genuine by honest agents. Their intruder used these values like any others, in particular doing deductions involving them. The trick behind this technique was to allow the intruder to perform at any time a generation based on a valid input set, but unless there is space in an honest agent for a value of the given type, the result will always be based on a dummy value.

After presenting the reduced model of the data independence technique they used Casper (Lowe et al 1997.a) to produce the CSP model automatically. In the Casper model to reduce the state space they separated the signal events from the message and added an information field to the messages to construct the corresponding signal event.

To illustrate their method they modeled the Yahalom protocol with their method. Their test had unbounded runs with the initiator and responder being one agent and the server being internal to the intruder and they tested the Agreement authentication specification defined by Lowe (Lowe et al 1997.b) against the model and as a result they showed their method found the self-authentication attack on Yahalom as previously proven by others. In the end the authors conclude that they created a full automation of the data independence techniques and have become close towards completeness proofs automatically generated by Casper (Lowe et al 1997.b) and aim at considering time stamps in the models, constructing proofs for arbitrary number of agents running parallel, and optimizing their technique as their future work.

In 2005 Schnieder (Shiakh, Bush, Schnieder et al 2005) aimed at effectively analying and expressing authentication properties in formal terms to make them more precise and clear. Schnieder uses signals to model the authentication properties in CSP and in the last stage he adds recentness and injectivity to his models as well. In the first stage Schnieder presented authentication based on correspondence. He expressed correspondence for some A and B as if a participant A initiates communication with  corresponding participant B then the correspondence property requires B to have taken part in the communication and indeed been A’s correspondent. Using this definition he expressed authentication as: when an authenticating principal finishes its part of the protocol, the authenticated principal must have been presented and participated in its part of the protocol. Schnieder used the definition of authentication based on correspondence and expressed it in trace model. To do so he used Running and Commit signals meaning, Running as a participant is in a state of execution with perhaps further parameters relevant to that execution and Commit as participant’s state of agreement regarding some particular execution. Using these signals he presents the system as System = A||B. Using this model of the system Schnieder presents authentication as follows (Shiakh , Bush, Schnieder et al 2005, page 4):
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After presenting authentication Schnieder made the signals more precise by dividing them to Events and Data. Event signals signify the type of occurrence of the signal such as Running and Commit. Data signals simply state the information that is strictly relevant to the occurrence. In the continuing Schnieder went further and divided the Data signal to two parts: the identities of possible protocol participants and data which are used in a protocol run and shared or distributed data as well.

In a more advanced stage, Schnieder adds time and recentness to the authentication by using signals presenting time. To present time he used the signal Begin_Run with the identities in the run and the specific data in the protocol run as the data part of the signal. In addition all other signals in the protocol run come after this signal. The author presented recentness as if A commits to a protocol run with B, then B has taken part in a protocol run recently, and since A commits to a current run of the protocol, it requires that B has taken pat in the current run as well therefore the recentness property requires B’s Running event to be proceeded by Begin_Run. Based on this they presented authentication with recentness as follows (Shiakh , Bush, Schnieder et al 2005, page 7):
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The author noted that this definition still allows A to have multiple commits to a single run of B, but A can still be assured that B has run the protocol recently. Although with these draw back the author noted that this model can be suitable for may authentication protocols with timestamps. 

In the following the author added injectivity to his previous definitions as well and presented it as follows in CSP (Shiakh , Bush, Schnieder et al 2005, page 8):
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For their test the author used the Needham-Schroeder protocol to test his method. In his example he presented the protocol with the following signal events in CSP:

· Begin_Run.A.B.NA. The signal shows the initiation of the protocol on the behalf of A with B.

· Begin_Run_B.A.NB. The signal shows the start of the response from B to A.

· Running.B.A.NB.NA. This signal shows that B is in possession of all the information that it needs to respond to A.

· Running.A.B.NA.NB. This signal answers to the Running signal in B’s run.

· Commit.A.B.NA.NB. This signal shows the successful authentication event.

· Commit.B.A.NB.NA. The protocol run is completed by A sending the last message to B.
In the final stage the author showed A’s authentication to B, and B’s authentication to A in the NeedhamSchroeder protocol in CSP as follows (Shiakh , Bush, Schnieder et al 2005, page 10):
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Finally the author concluded that his method makes the modeling of authentication protocols clearer, and at the same time, flexible to accommodate finer notions of authentication in protocols.
The presented papers consider modeling techniques which can be used in authentication and cryptographic protocols and are not specific to one protocol. These works are generally considered as basic techniques and methods which should be studied and considered in the modeling of all sorts of authentication and cryptographic protocols. But a great deal of work has been presented which are based on modeling of specific properties of specific protocols. The next section has been devoted to these works.

	Authors
	Date
	Title of Paper
	Major Contributions

	A. W. Roscoe
	1995
	CSP and Determinism in Security Modeling
	It uses CSP and proves that confidentiality can be expressed better by determinism of an abstract model of the system and with this method systems interacting with a number of users can be specified and verified.


	Steve Schneider
	1996
	Security Properties and CSP
	It makes  formally characterizing Security properties easy despite their complexity with CSP and make their analysis less subject to error.



	A. W. Roscoe
	1996
	Intensional Specifications of Security Protocols
	It proposes an automatable style of specification which asserts that a node can only complete its part in a protocol run if the pattern of messages anticipated by the designer has occurred and solves the problem that what a security protocols is actually intended to achieve.


	Gavin Lowe
	1997
	A Family of Attacks upon Authentication Protocols
	It analyzes attacks on authentication protocols and claims these attacks can help the research in analyzing, modeling and verifying authentication protocols.


	Gavin Lowe
	1997
	A Hierarchy of Authentication Specification
	It successfully presents various specifications of authentication and has modeled a system and the authentication specifications with CSP successfully and therefore formalizes and categorizes the levels of authentication for future research. 


	Gavin Lowe
	1998
	Towards a Completeness Result for Model Checking Protocols
	It presents sufficient conditions upon security protocols and their environment such that if there is no attack upon an appropriate small system, then there is no attack upon an arbitrary system and its method is easy to work with and adapt protocols to work with this method.


	A.W. Roscoe
	1998
	Proving Security Protocols with Model Checkers by Data Independence Techniques
	It presents a full automation of the data independence techniques and has created a method to provide completeness proofs automatically generated by Casper.


	M. L. Hui
	2001
	A CSP Approach to the Analysis of Security Protocols, PHD Thesis
	It introduces the notion of fault-preserving simplifying transformations: transformations that have the property of preserving attacks and have produced sufficient conditions for a renaming transformation to be fault preserving, and uses this result to show that a number of transformations are indeed fault-preserving. 



	P. J. BroadFoot, G. Lowe and A. W. Roscoe
	2000
	Automating Data Independence
	It uses Casper to automate the data independent technique since modeling a security protocol with data independence in CSP is error prone and time consuming.


	P. J. BroadFoot and A. W. Roscoe
	2002
	Embedding agents within the intruder to detect parallel attacks
	It internalizes protocol roles within the intruder process and makes the parallelism in the data independence technique by Roscoe become unbounded.



	Siraj A. Shaikh, Vicky J. Bush, Steve A. Schneider
	2005
	Specifying Authentication Using Signal Events in CSP
	It uses signal events to analyze and express security properties and presents precise and clear formal specifications of these protocols and the requirements for formal cryptographic and authentication protocols. 




4. MODELING SPECIAL PROPERTIES OF SPECIFIC AUTHENTICATION/CRYPTOGRAPHIC PROTOCOLS WITH CSP
Much research have been conducted in modeling properties which are specific to certain authentication and cryptographic protocols. These papers based their work on the basic theoretical and technical works presented in the previous section which are common among all authentication and cryptographic protocols. These works aim at presenting modeling techniques which serve to model specialized properties in an optimized way. In certain cases the result gained from these work were so powerful they became basic ideas in presenting new modeling methods to model common security properties.
4.1 Specific Cryptographic Properties

In 1995 Roscoe (Roscoe et al 1995.b) presented a more specialized use of CSP by trying to model and verify key exchange protocols in CSP.  He claims this work is closely related to no-lose and commitment problems in modeling key exchange protocols which he solves in this paper. His work is based on a model with perfect encryption based on a single key k with no algebraic properties. In addition in the messages of the model he separated the keys and the data to provide a mechanism for assuming facts about what can be done and guessed with keys without placing constraints on what other messages a user can generate. In his model he presented a function (span) which denoted the set of those messages that an observer can generate from a given state of knowledge: as well as the keys it can fully deduce and the messages it can construct. In his model he considered an insecure modem which encrypted messages are sent through and considered two ports for sending and receiving messages and a single port for false insertion, leaking of messages and killing of messages of the intruder. In the continuing Roscoe specialized his model to the Needham-Schroeder protocol and considered two different nodes, a node which initiated the session and the node which responded to the initiation. 

In their model of the Needham-Schroeder protocol the authors make a distinction between the provision of communication’s security and the generation of what messages are sent over the service. In the model Roscoe presented exception in two ways: one to work around the exception calling it paranoid and one to generate an externally visible effect called confident. In addition Roscoe considered a mechanism for reliably transmitting data over a loss medium. To do so he coded the main process description as through the given class of messages are certain to be delivered and he analyzed the implementation of the chosen protocol separately in the context of encryption. Roscoe claimed the correctness of this model would require the assumption that the enemy is not able to prevent delivery of infinitely many consecutive messages, and notes this method reduced state space. In a more detailed version of his nodes, Roscoe considered the initiator to be able to receive messages which are not meant to be received. This state can be caused by the intruder, other processes connecting legitimately but with the initiator confused by the intruder and other users which represent tail-ends of sessions now complete. With presenting these conditions Roscoe noted that the crucial analysis needed to be carried out in setting up a session is to identify the point at which the tester can be confident that the partner node is listening and knows a suitable private key.

After presenting their model, to verify the Needham-Schroeder protocol in the first step he considered the confident session and noted that in this case it must be proved that no information can leak from the trusted users to an intruder. To show the proof Roscoe considered an abstract view of the intruder to be deterministic therefore making this type of security property having the advantage of being closed under refinement.

In the end after modeling the Needham-Schroeder with his method, Roscoe et al did not test their method and only said his method can make the Needham-Schroeder model very simple and straightforward with a great decrease in its state space and concluded that his method can make the Needham-Schroeder model and any other key-exchange protocol very simple and straightforward with a great decrease in its state space.
This work of Roscoe was so strong that Lowe (Lowe et al 1997.c) used it to model attacks on security protocols and Schnieder used its basic ideas for its modeling techniques to present his famous modeling kit (Schnieder et al 1996).

4.2. Specific Authentication Properties

With the increase in time-sensitive authentication protocols the need to model the time dependent properties in such protocols increased as well since their characteristics and validity were highly dependent in the correctness on their time model. Therefore in 2000 when cutting down the state space played a major part in model checking security protocols (since a large state space makes model checking inefficient or even impossible) and modeling time in the protocol analysis introduces complication and increases the state space a great deal, Schnieder and Evans tackled this problem by introducing time as timed events in the CSP model (Evans, Schnieder et al 2000). The authors based their work on a network of honest agents interacting by sending messages on a trans channel and receiving messages on a rec channel, in addition they consider an intruder which synchronizes with the honest agents on both the channels and has the power to infer new information from the previous messages it as received. 

The authors used message-based approach to model authentication. In more detail they add time to the model using time event tock, which they synchronize among the agents and shows the passage of one time unit. They started by considering the authentication specification which says that one set of messages T authenticates another set of messages R if occurrence of a message in T guarantees that some message in R previously occurred. To express this property the author considered Rank Functions which they used to give positive rank to messages capable of being produced and negative rank to messages incapable of being produced. Therefore they said the intruder can not produce a negative rank message and agents must preserve positive rank. Based on their method they used PVS to achieve the suitable Rank Function. By using PVS they carried out a proof for the protocol with a blank rank function, and then reduced all the proof obligations on the correctness of the protocol to requirements on the rank function, and used these requirements to construct the rank function.
After presenting their network model and their method of considering time and presenting and checking authentication, they tested their method with the Wide-mouthed Frog protocol. They presented the network model based on their general model presented previously by considering an initiator and responder and server which can initiate and respond to arbitrary many runs of the protocol. In addition they considered the agents with synchronized time events and in the model of the server they considered the response to a request to be in one time unit. After modeling the protocol, they specified their security property as follows: if an agent responds to a message containing a timestamp with a specific value t, then the protocol run was initiated at or after t – d, where d is the delay constant. Then the authors analyze to achieve the rank function using PVS for the presented protocol, the security specification and an initial un-interpreted rank function. Based on the author’s claims, their model does not have a positive rank function. They state the reason for this is that the intruder can intercept a message sent by the server and after prefixing the appropriate user identity to the message, and then send it back to the server and an initiator of the message.

The authors compare their work to Lowe’s Casper (Lowe et al 1997.a) which presents time with a separate time process, and Paulson’s method which defines time as functions on events which have already occurred. In the end the authors conclude that they have presented an efficient method of presenting time in time sensitive protocols, which controls the state space and allows the protocols to be fully tested in numerous runs. 
After some years, authentication protocols became more complicated and advanced. Stream authentication protocols are protocol resulting for the continuous advancements made to ensure more powerful and secure authentication, as result after some time these types of protocols became highly popular. Therefore in 2002 in a more specialized level Lowe and Broadfoot present a use of Roscoe’s data independence technique (Roscoe et al 1998) in analyzing stream authentication protocols (Broadfoot, Lowe et al 2002). The authors aimed at finite modeling and analyzing a stream authentication protocol (These protocols have unbounded stream of cryptographic keys and therefore create infinite models and are infeasible to analyze) using model checking. The authors used TESLA as their basic protocol to work on and in the first stage they presented an infinite model of Scheme I of TESLA so they would execute their method on it and show the results. 

In their model they presented one sender and receiver with send and receive actions which synchronize on a tock action which shows the passage of time, as TESLA requires. They presented a KeyManager process which provides infinite fresh keys to the sender on a pickKey channel. In more detail they presented the TESLA sender as follows in CSP (Broadfoot, Lowe et al 2002, page 5):
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Sendern has the same behavior only that since the previous key is the last time being used the sender will forget it with the forget action. For the receiver the authors considered AllCommits, AllMacs and Garbage sets to present key commitments, valid MAC and invalid MACs. Based on the TESLA protocol the authors presented the receiver in CSP as follows (Broadfoot, Lowe et al 2002, page 6):
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Recievern is similar to the previous process only that for each message received it must verify their authenticity with checking if f(kprev) is equal to the key commitment in the previous message fprev and checking the MAC is authentic. As for the intruder they have considered a general intruder which can hear, fake and drop messages. In addition they gave it an inference function which it can infer new information using the messages it has over heard. Therefore the authors presented the intruder as a set of two state processes, with a process for each fact it knows. 
At this stage they had created the infinite model of TESLA which they called the model the complete System. To test their method they presented a specification in CSP which TESLA satisfies: the receiver does not accept as authentic any message mn, unless mn was sent by the sender, to see if the finite model of TESLA satisfies this specification as well. The main idea behind their method is to use data independence to make the model finite. They recycled keys no more in use by honest agents, replaced the key in the intruder’s memory with a predefined bogus key Kb, and instructed the KeyManager that it can reuse the same key again. More precisely they changed the KeyManager to keep track of the keys which the honest agents are holding by synchronizing it with the pickKey and forget events. When forget happens the manager triggers a remapping mechanism to replace all forgotten keys in the intruder’s memory (IIK) with Kb. They name the new system 
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 and prove with the data independence technique that the transformation is sound. But even so they claim there method although finite still creates a large number of states. To reduce the size they took the following approaches as well:
· They reduced the number of packets to two, and replaced all the packets with the two packets presented.

· The split the large messages to smaller ones and claim it speeds up the checking speed in an order of a magnitude, and in addition the transformation is sound.

· Since the receiver acts the same towards all invalid MACS, they presented all the invalid MACs with a single variable Garbage, instead of a set of invalid MACS. Therefore they reduced the state space.

· By placing the tests in a proper order they speed up checking. For instance they claim it is more efficient to refuse to input any key that does not allows the MAC to be verified.

· They placed the forget action as soon as a key is not needed. They claim this method speeds up the checking a great deal.

· They combined the sending of a new key from the sender with the event where the manager provides the sender with a new key.
In the end the authors considered a more complicated version of TESLA (Schema II) considering key chaining with unbounded hashes. They noted they can not model hash-chaining through explicit modeling of hashes; therefore they made use of the concept that kcurr hashes to kprev precisely when kprev and kcurr are keys issued consecutively by the KeyManager. For this they present a key checker process that keeps track of the order of the keys issued, and allows the event check.k1.k2 only if k1 and k2 are consecutive. With this technique they claim they created a finite model of TESLA Schema II. 
Finally Lowe and Broadfoot claim they successfully modeled a Time efficient stream loss-tolerant authentication protocol using CSP/FDR with a finite model and efficient analysis and their method creates no loss of attack and presents to false attacks as well and can be easily extended to other protocols than TESLA
In 2006 after Schnieder presented his Rank function theory authors S. Shaikh, V. Bush aimed at testing its capabilities by using it to analyze the Woo-Lam protocol (Sheikh, Bush et al 2006). In their work they modeled the Woo-Lam protocol based on Schiender's model of the network with one initiator, responder, server and intruder and specify the authentication properties for this network as a trace specification. They used the Running.A.B.n signal to show that A has initiated a run with B with nonce n, and the Commit.S.A.nB to show B has completed a run with A with nonce nB. They considered the signal events in the trace specifications to express the authentication goals of a protocol. After presenting the Woo-Lam model, to analyze its capabilities they considered an authentication property where one Commit signal should always come after the Running signal, which the model should satisfy for the protocol to be considered correct. To verify the system against this specification they used the Rank Function of Schiedner. Their rank function gives a positive rank to messages which can be sent and data which the intruder can know and non-positive rank to messages which should not be sent and secret data. Therefore their function gives a positive rank to all user identities and all the nonces in the system, in contrast it gives non-positvie rank to keys shared between the server and the initiator and the responder, messages encrypted by these shared keys and the Commit signal. Then after they first tested the intruder's knowledge on user identities and nonces which should have a positive rank, and show that it satisfies the condition. Then they tested to see if the intruder can create non-positive messages from positive messages, they showed that it can't and this condition is correct. They then tested to see if the rank of the Commit signal always stays non-positive, which they show that this condition is satisfied. In the last step they tested to see if the overall model of the Woo-Lam protocol has a positive rank, which they showed that it does not satisfy the condition since the initiator sends out a non-positive message in the protocol run which causes the rank function to become non-positive. Therefore with this proof they showed that the Woo-Lam protocol is prone to attacks as it was proven by others with different techniques.

Finally, the authors claimed that Schnieder's Rank function works perfectly and the Woo-Lam protocol is vulnerable to attacks.

This section presented work which focused on modeling properties of security protocols which are not common but specific. As it was seen some of these techniques turned out to be so powerful that they created a base for modeling basic authentication and cryptographic protocols. These papers have academic and technical value since they solve the problem of modeling advanced properties of security protocols which have been presented with advances in technology. In the next section a tool has been presented which brings the power of CSP to researchers with weak theoretical background but in the need of CSP modeling and verification.
	Authors
	Date
	Title of Paper
	Major Contributions

	A. W. Roscoe
	1995
	Modeling and Verifying Key Exchange Protocols using CSP and FDR
	The author uses CSP to model and verify key exchange protocols and its method is very simple and straightforward and presents a great decrease in state space.

	N. Evans and S. Schnieder
	2000
	Analysing Time Dependent Security Properties in CSP using PVS
	It introduces a method to model and verify time dependant authentication properties of security protocols without abstraction which leads to over-simplification and the possibility of missing size dependent flaws. In addition the method considers analysis time in time sensitive protocols.

	P. J. Broadfoot and G. Lowe
	2002
	Analysing a Stream Authentication Protocol Using Model Checking
	It successfully models a Time efficient stream loss-tolerant authentication protocol using CSP/FDR with a finite model and efficient analysis and the method creates no loss of attack and presents no false attacks as well and can be easily extended.

	S. Shaikh and V. Bush 
	2006
	Analysing the Woo-Lam Protocol using CSP and Rank Function
	It uses Schnieder's Rank function technique to model the Woo-Lam protocol to analyze its security potentials.


5. CASPER: A TOOL FOR AUTOMATIC CREATION OF CSP MODELS
With all the techniques presented to model different authentication and cryptographic properties modeling authentication and cryptographic properties, they make the modeling easier for researches with a powerful background in CSP but for others these techniques were still error prone and difficult to understand. Therefore Lowe considered creating an automated tool which could bring the power of CSP in modeling security protocols to researchers with a weak background in CSP.
In 1997 Lowe et al presented Casper, a program that automatically produces the CSP description from a more abstract description (Lowe et al 1997.a). In this paper the authors did not consider a tutorial but a description of its basic parts and its goals. At first Lowe presents how Casper can be user. They note that Casper takes an input file which is made of two parts:
· A description of the way in which the protocol operates, describing the messages between the agents the tests performed by the agents, the types of the data items used, the initial knowledge of the agents, and a specification of what the protocol is supposed to achieve.

· A definition of the actual system to be checked, defining agents taking part in the actual system and the roles they play, the actual data types to be used, and the intruder’s ability.

Casper’s protocol description shown with #Protocol description has four parts: a message list defining the sequence in the protocol run; a declaration of the types of the free variables appearing in the message list; a declaration of the agents taking part in the protocol; and a specification of what the protocol is supposed to achieve. Lowe has not allowed functions in the body of messages. To present the free variables they show it with #Free variables and can have types such as Agent, Nonce, Public key, Secret key and the inverse relation between the keys. To present the agents taking part they consider a #Processes part and note their roles and the knowledge they would know at the beginning of the run. Lowe limits the models in a sense that the agents can only create messages from knowledge they know and agents can only decipher messages if they have the key. To test the model authentication and secrecy properties must be specified. To do so Casper considers a #Specification section to define these properties. 

The system definition of Casper has four parts as well: defining the actual types to be used; defining any function used; defining the agents taking part; and defining capabilities of the intruder. In this section Lowe considers a section called #Actual variables containing types to be used. In addition these is a section containing the function is use called #Inline functions. Lowe noted that the most important part of the system definition covers which agents should be presented in the system to be checked which is presented in the #System section. As for the intruder, its operations are given in the #intruder information section.
After presenting the section of the input file of Casper; Lowe notes that Casper produces five CSP refinement assertions:

· One corresponding to the two secret specifications.

· Two corresponding to the first authentication specification, specifying that initiator is correctly authenticated.

· Two corresponding to the second authentication specification, specifying that the responder is correctly authenticated.

To test Casper they modeled the Wide-mouthed frog protocol by considering its timestamps with the TimeStamp data type in the Free variables section, considered the key shared between the server and one of the agents used in all runs of the protocol and did not consider it as a parameter of the server.  To make the functioning of Casper more understanding Lowe presented four systems, small to large and takes the reader step by step in the modeling process. For a more detailed description of the modeling tutorial please refer to his paper (Lowe et al 1997.a).
Finally Lowe et al notes that Casper is capable of modeling forwarding messages and noticing type flaw attacks. In addition Lowe points out that the authentication level considered in Casper is Agreement. In the end Lowe concludes that his tool makes creating CSP models easier and updating the CSP model has become easier and less error prone. He claims although his tool does no cover all the features of security protocols but creates a sufficient environment to test new ideas in security protocols and notes that Casper is incapable of modeling encryption techniques other than the standard ones, can not model protocols which don’t have a simple message sequence and can not find compound types flaw attacks.
In 1999 Lowe et al and two of his students presented a paper to show the power of Casper (Donovan, Norris, Lowe et al 1999). They took the protocols presented in Clark and Jacob’s library (Clark et al 1997) and modeled them with CSP and tested them with FDR. They claimed that not only were they capable of finding previously proven attacks but new attacks on 10 protocols in the library which were previously known to be secure. To prove the value of their work they compared their work to Clark and Jacob’s. 
In their first test they consider the multiplicity attack where the two ends of the protocol run disagree on the number of sessions of the protocol between them. In their work they used Casper to model the protocol ISO Public Key Two-Pass Mutual Authentication Protocol and showed it is subject to this attack because of lack of fresh data in their messages.  In the next step they test the role confusion attack where the two agents running the protocol disagree on their roles. They used the ISO Public Key Two-Pass Mutual Authentication Protocol and show it is subject to this attack because its messages have the same form. Next they tested the self-authentication attack where the agent runs a protocol with it self and fails the authentication. Again they considered the ISO Public Key Two-Pass Mutual Authentication Protocol, modeled it with Casper and showed it has this attack because its messages have the same form. 
After focusing on certain attacks the authors took a number of well known protocols and conducted their tests on them. The first protocol they analyzed was the Needham-Schroeder protocol which they showed that they found the multiplicity attacked found by Clark and Jacob, but in addition they found a flaw that one of the agents may incorrectly think the protocol run is finished by a replay by an intruder. The next protocol they considered was the Diffie Hellman key exchange protocol (Diffie et al 19912). They extended Casper to be able to model user defined types and specify algebraic properties of the message space in the protocol. As a result they found that there is an attack that causes the exponentials to be un-authenticated. In the last stage the authors test the Woo and Lam Mutual Authentication Protocol, Neuman Stubblebine Protocol and the Otway Rees protocol and show that Casper is capable of finding type flaw attacks in these protocols. In the end the authors present the short comings of Casper by noting that it is incapable of analyzing the Gong Mutual Authentication Protocol because of insufficient swap space available and it can not model key compromise
In conclusion the authors claim they created a full automation of the data independence techniques and have become close towards completeness proofs automatically generated by Casper and aim at considering time stamps in the models, constructing proofs for arbitrary number of agents running parallel, and optimizing their technique as their future work.

In this section work which aimed at making CSP models automatic was presented. With the creation of Casper many researchers with no background in CSP where capable of using its power to model and verify their protocols. In the next section papers which are highly practical have been presented. The authors of these papers have a small background in CSP and with the help of Casper were capable of modeling their security protocols.
	Authors
	

Date
	Title of Paper
	Major Contributions

	G. Lowe
	1997
	Casper: A Compiler for the Analysis of Security Protocols
	It presents an automated system called Casper which gets an abstract notation of a protocol and presents a CSP model of it. The tool makes creating CSP models easier and less error prone. 

	B. Donovan, P. Norris, G. Lowe
	1999
	Analyzing a Library of Security Protocols using Casper and FDR
	It analyzes fifty security protocols from the Clark and Jacobs library using CSP, Casper and FDR and the presented method has found all known attacks and new ones and therefore has been proven to be a useful method in analyzing protocols.


6. APPLICATION SPECIFIC USAGES OF CASPER AND CSP

After Casper was presented, the opportunity for using the power of CSP in modeling and verifying security protocols was given to researchers with weak backgrounds in CSP modeling. Casper created the opportunity for these researchers to present their work and using the models and verification created by Casper to prove the validity of their work or even disqualify previously created and in use authentication and cryptographic protocols. 
In 2004 authors Kim and Choi chose to model and verify PAP and EAP-MD5 protocol (Kim and Choi 2004). The authors aim at checking if the protocol satisfies the secrecy and authentication properties which it was designed to do. In their model they used RADIUS as their authentication server and analyze the vulnerability of RADIUS based on its RFC document and the FreeRADIUS software package. 
In their PAP model they assume that the encryption algorithms such as MD5 are highly resistant to brute force attacks, as well as to any other ciphertext analysis attacks, and that the intruder already knows each host’s public keys and identities.  In the Free variable section of the Casper file they considered the identities of the users, RADIUS, NAS, the request authenticator, the password, the shared secrets, the keys and their relations and the MD5. In the intruder section they model the intruder to know each host’s identity, public key, and his own generated random number. In the next step they modeled the EAP-MD5 similar to PAP only that they noted that they consider a challenge in the Free Variables which is created by the RADIUS.

After modeling PAP and EAP-MD5 they specify the secrecy properties a follows: 1) USER thinks that password is a secret that should be known only to USER and NAS, 2) NAS thinks that request authenticator is a secret that should be known only to NAS and RADIUS, 3) The shared key is a secret that should be known to only NAS and RADIUS. As for the authentication properties they consider the following: 1) NAS is authenticated to RADIUS with request authenticator, secret key and password, 2) RADIUS is authenticated to NAS by request authenticator, secret key and password. After presenting the properties wanting to be checked they verify PAP against these properties. They claim that PAP does not keep the request authenticator, authenticated and RADIUS fails to authenticate itself to NAS therefore resulting in the PAP protocol being susceptible to a sniff and spoof attack by an intruder. In the next step they tested EAP-MD5 and showed that it did satisfy the secrecy properties but failed to satisfy the authentication properties because the intruder can intercept a message containing a host’s username and succeeds in disguising himself as the server, and therefore it can break the security of the EAP-MD5 protocol.
Finally the authors claimed in their paper they reconfirmed previously known vulnerabilities of PAP and EAP-MD5 using CSP/FDR and show that model checking is a suitable method for finding these weaknesses.

In another work in 2005 the same authors take the same approach in modeling and verifying the ASK protocol (Kim, Kim, Choi et al 2005).  The authors noted that the reason they decided to model ASK was many new mobile security protocols are proposed in the literature of communication protocols with the development of wireless network and rapid spread of low power devices such as mobile phones. However, the design of mobile security protocols is very difficult due to some constraints of computation overhead, battery consumption, and low-bandwidth in wireless networks. Furthermore, the security in communication protocols based on wireless networks is more vulnerable than fixed wire-based protocols. Therefore, it is very important to guarantee the safety and reduce redundant communication steps, considering computation overhead and network speed of mobile security protocols during the development of them. To do so they chose Casper to model and verify the ASK protocol which is widely used and had never been analyzed to find its vulnerabilities. They modeled it in Casper by considering the identities of the agents and the server, the keys of the agents and the server, functions which return server’s public and secret keys and the nonce in the Free Variable section. As for the secrecy property they considered the condition where The service provider v thinks that rv is a secret that should be known only to v and u (agent on the other side), and as for their authentication property they considered the situation where the user u is authenticated to the service provider v with a specific nonce (rv), v’s public key, and u’s session key. 
Then they tested Ask against the specified secrecy and authentication properties and showed that it does not satisfy the authentication property because the service provider V is not authenticated to the user U, because the identity, public keys and session keys of V and U in the ASK protocol could be intercepted, faked and replayed by a malicious intruder I. In addition they noted that Ask does not have some security properties that security properties should have since:
· The identity confidentiality of a user may be compromised, since the user’s public key is sent in clear in the messages.

· The service provider is not authenticated to the user, because the messages may be intercepted and replayed by an intruder.

· The mutual key agreement of a session key between the user and the service provider may be interrupted, because there is no freshness checking of a session key.
In conclusion the authors noted that they have successfully modeled and tested the ASK protocol and have found its vulnerabilities. 
In another work similar to the previous ones the authors aimed at modeling and verifying RFID since the RFID system is becoming a very aspect in life (Kim, Choi et al 2006). However widespread deployment of RFID tags may create new threats to user privacy due to the powerful tracking ability of tags, therefore the security of RFID is very important and need to be checked. In their work they worked on the hash based RFID protocol. In the first step they modeled the Hash unlocking version by considering the identities of the agents and the server, the session key, a text, and the inverse of keys. In addition in the Protocol description session they presented a symbol % to show that the metaID can be forwarded to other participants.
To verify the model they considered two secrecy properties as follows: 1) User R believes that session key is a secret which should be known only to R and user T. 2) User R believes that Id is a secret which should be known only to R and user T. As for the authentication property they considered the condition where user T is authenticated to user R with Id, the session key. Based on the properties mentioned they test the RFID protocol and find that it does not satisfy the secrecy and authentication properties and therefore the hash unlocking protocol may be susceptible to a sniff and spoof attack by an intruder due to unsecured communication channel between reader and the tag. To add up they presented all the attacks that the intruder can perform on this protocol (Kim, Choi et al 2006):
· Security against the spoofing attack: The attacker disguises as a right reader, then sends the Query and reader to the tag. The attacker gets tag’s response value due to not ensuring the response value of hash function from this attack. 

· Security against the replay attack: After the reader transmits Query to the tag, the attacker eavesdrop the response value from tag.
· Security against the traffic analysis and tracking: To receive responses, the attacker disguises the reader then transmits fixed Query and reader to the tag or overhears the information between the reader and the tag. Therefore, the attacker can analyze the response of the tag.
In addition they show that the same result can be achieved from another version of hash unlocking protocol (Randomized hash unlocking, Chained hash) using this methodology.
In conclusion the authors claimed they focused on the verification of the hash-unlocking protocol which is widely researched in RFID system and analysis of the vulnerabilities of the protocol using Casper, CSP, and FDR. In verifying this protocol with FDR tool, they claimed they were able to reconfirm some of the known security vulnerabilities which are likely to occur in RFID system.
	Authors
	

Date
	Title of Paper
	Major Contributions

	I. Kim, J. Choi
	2004
	Formal Verification of PAP and EAP-MD5 Protocols in Wireless Networks: FDR Model Checking
	It reconfirms previously known vulnerabilities of PAP and EAP-MD5 using CSP/FDR and show that model checking is a suitable method for finding these weaknesses

	I. Kim, H. Kim, J. Lee, J. Choi
	2005
	Analysis and Modification of ASK Mobile Security Protocol
	It successfully models and tests the ASK protocol and has found its vulnerabilities.

	H. Kim, J. Oh, J. Choi
	2006
	Security Analysis of RFID Authentication for Pervasive Systems using Model Checking
	It focuses on the verification of the hash-unlocking protocol which is widely researched in RFID system and analysis of the vulnerabilities of the protocol using Casper, CSP, and FDR. In verifying this protocol with FDR tool, they were able to reconfirm some of the known security vulnerabilities which are likely to occur in RFID system


7. CONCLUSION
This survey has focused on the problem of model checking authentication and cryptographic protocols with the use of CSP/FDR. The survey presents the work on this area of research in different levels, from highly theoretical to highly practical. Therefore it created a collection of published work which can aid researchers which want to specialized their work on using CSP to model check security protocols, or even researchers who need the power of CSP to validate their designed protocols.
This survey shows that from the theoretical point of view, this area of research has been explored for many years and has found a stable place but still there are issues which must be solved such as state issues and completeness issues. Even so, with advances in technology and the emergence of new authentication and cryptographic properties, new needs to be achieved and new protocols this area although strong and solid, can grow and will need new methods and techniques to model the growing aspects in the authentication and cryptographic area. From the survey it can be clearly seen that researchers aiming at the theoretical aspects of modeling checking authentication and cryptographic protocols must have a strong background not only in CSP but concepts evolving around process algebra and they must have a strong understanding of their powers and limitation. Mostly successful work done in this area are the result of a powerful background in basics of process algebra and model checking, since their properties and techniques are the main building blocks of solutions given in techniques of modeling security protocols. In addition from the work presented in the survey it can be clearly felt that the researchers have a deep understanding of secrecy and authentication issues, which therefore a must for successful research in this area. Although it can be falsely felt that researchers such as Roscoe, Lowe and Schnieder have covered the main issues in modeling authentication and cryptographic protocols but the survey shows the issues which they have been incapable of covering and the weaknesses of their models. Although competing with such powerful work is difficult but it can be done. In this category of work Schnieder (Schnieder et al 1998) considers creating a finite space for messages, considering refinement in the model of the system for detecting flaws, and tends to focus on non-repudiating protocols as work topics which should be covered. In addition Lowe (Lowe et al 1998) points out that a refining method should be considered for his completeness method and of his simplifying assumptions should be removed so more protocols and cryptographic functions can be dealt with and Roscoe (Roscoe et al 1998) says that as future work for his data independence technique time stamps should be considered in the models, proofs should be constructed for arbitrary number of agents running parallel, and their technique must be optimized. As for his work on embedding agents into intruders (Broadfoot, Roscoe et al 2002) he believed work should be done on  broadening classes of conditions and specifications where we can use these techniques, wherever possible on all the identities present in a given protocols.
In a less theoretical level, where researchers aim at creating a bridge between theory and practice Casper is the only well-known and accomplished tool created but as the survey presented it has sever weaknesses which limits its modeling power and therefore reduces its usage. Lowe and others are still working in overcoming its weaknesses and making it powerful day by day. It must be pointed out that research in this area need powerful knowledge of pure model checking, authentication and cryptographic properties and goals, and of course CSP and FDR. As for work which can still be conducted is Schnieder’s  (Evans, Schnieder et al 2000) analysis of time dependent protocols where their method can be optimized to consider time-critical protocols as well. In addition although Casper (Lowe et al 1997.b) is very helpful but it must still be updated to be capable of having non standard cryptographic techniques, of handling protocols with non linear message sequences, of finding compound data flaw attacks, of modeling key comprise, of modeling non-repudiation and modeling an intruder capable of guessing and in addition Casper should be upgraded to have the ability to compromise keys model repeated authentication.
And finally, but not least, this survey presented work which used Casper to model their protocols. These papers are not suitable for researchers with a theoretical sense in their work but are only useful to researchers who are interested in learning the practical use of Casper and to see how they model certain protocols.
In the end it is concluded that this survey has shown the theoretical and practical research carried out in this area and the achievements they have gained. In addition it presented the horizons which are of interest in this area for researches who are interested in taking up this area as their specialties. For what its worth this survey has collected the research one in this area of researchers for different levels and can be known as a proper starting point for researchers which want to take a glimpse at this specific area of research.
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APPENDIX I
ANNOTATIONS
1. Siraj A. Shaikh, Vicky J. Bush, Steve A. Schneider (2005) Specifying Authentication Using Signal Events in CSP, CSIC 2005, LNCS 3822, Publisher: Springer-Verlag, 63-74
Problem: Security properties are difficult to analyze and express and as a result there is a great need for precise and clear formal specifications of these protocols. Therefore the specification of requirements for formal cryptographic and authentication protocols analysis has great importance and need to be solved. 

Previous Work: the authors specify Steve Schneider’s “Verifying Authentication Protocols in CSP” as their basis of work.

New idea/algorithm/architecture etc: To analyze and verify authentication goals the authors use the correspondence concept presented by Woo and Lam in “A semantic model for authentication protocols”. The authors use signal events just as Schneider to demonstrate correspondence and use trace specification to test if their system satisfies the correspondence concepts. They separate the signals into Event and Data. Event presents the type of occurrence of the signal and data states the information this is relevant to the occurrence. The authors separated the data into two parts:1) Identities of possible protocol participants 2) Any data such as nonce, shared or distributed keys or even participant identities. Since the concept of recentness is vital in authentication specification, the authors use event signals to model this concept. In the continuing the authors used the same signals used to specify authentication and recentness to model injectivity in protocol runs.

Experiments/analysis carried out: The authors use the Needham and Schroeder, Lowe protocol to test their methods. They injected six signals for their method: 1) For showing initiation of protocols run 2) For showing starting of response from responder 3) For showing that the responder is in the position of all the information needed to respond to the initiator 4) For showing that the initiator is in the position of all the information needed to respond to the responder 5) For successful authentication for the initiator 6) For successful authentication for the responder.

Results obtained: The authors show that their method is capable of modeling authentication with recentness and injectivity by presenting the Needham and Schroeder, Lowe protocol model and describing the authentication, recentness and injectivity using their method.
Conclusions/Claims: The Authors claim their method is capable of embracing variations of authentication and makes the understanding of the property clear, while satisfying expressiveness, un-ambiguity and simplicity.
Future Work: No Future work has been presented by the authors.
Cited By:
No Citation related to this Survey

2. P. J. Broadfoot, G. Lowe, A. W. Roscoe (2000) Automating Data Independence, Proceedings of the 6th European Symposium on Research in Computer Security, Publisher: Springer-Verlag, 175 – 190
Problem: Modeling a security protocol with data independence in CSP is error prone and time consuming.
Previous Work: They name the work their method is based on; Roscoe's "Proving security protocols with model checkers by data independence techniques". 

New idea/algorithm/architecture etc: The authors used Casper to automate the data independent technique. To make it efficient they reduced the state space of the model created by data independence by creating Manager Processes to handle multiple values and synchronize with each other, calculating the stale knowledge of the intruder and putting them in its initial knowledge, incorporating a server which creates fresh values into the intruder process, handle the finiteness of fresh values by limiting the intruder to getting new values when an honest agent wants one, limiting the server to create one value of one type and agents only learning one value at a time. After creating a small state space they put it into Casper by dividing the signals from the messages in the models and adding an information field to the messages to construct the corresponding signal event.
Experiments/analysis carried out: They test their method by modeling the Yahalom protocol with their technique. Their test has unbounded runs with the initiator and responder being one agent and the server being internal to the intruder and they test the Agreement authentication specification defined by Lowe (Lowe et al 1997.b).
Results obtained: They obtain the result that their reduction method for making the model's state space smaller loses no attacks but adds false attacks. In addition their example shows Casper makes a dramatic reduction in the state space for FDR. In the end they show their method found the self-authentication attack on Yahalom as previously proven by others.

Conclusions/Claims: The authors claim they created a full automation of the data independence techniques and have become close towards completeness proofs automatically generated by Casper.

Future Work: They aim at considering time stamps in the models, constructing proofs for arbitrary number of agents running parallel, and optimizing their technique.

Cited By:

P. J. Broadfoot, A. W. Roscoe, Embedding agents within the intruder to detect parallel attacks, Journal of Computer Security, Publisher: IOS Press, 379 - 408
3. S. Shaikh, V. Bush (2006) Analysing the Woo-Lam Protocol using CSP and Rank Functions, Journal of Research and Practice in Information Technology, 
Problem: The authors aim at testing Schnieder's Rank function technique in checking security protocols and analyzing the Woo-Lam protocol.
Previous Work: The authors mention previous work done on analyzing security protocols with formal methods, such as (Ryan et al 2001), Gong's "Reasoning about belief in cryptographic protocols" in 1990, and Lowe's "Breaking and fixing the Needham-Schroeder public key protocol using FDR" in 1996.
New idea/algorithm/architecture etc: The authors use Schieder's Rank function technique to model the Woo-Lam protocol to analyze its security potentials. They present the authentication properties with trace specifications and use signal events in the trace specifications to express the authentication goals. Just like Schnieder they consider a Running and Commit signal. In the analysis of the protocol they considered the attack where the intruder impersonates one of the honest agents while it keeps its identity for the other in a protocol run. To test the model, with its authentication specification against the attack they use Schnieder's Rank function to distinguish messages, by giving positive rank to messages the intruder can hear and create and non-positive to secret messages and require the protocol run to have positive rank function. Their rank function gives positive rank to user identities and all nonces, and gives non-positive rank to keys shared with the server, messages encrypted by these keys and the commit signal.
Experiments/analysis carried out: They test the intruder's knowledge of identities and keys which should have positive rank. They test if the intruder can create non-positive messages from messages with positive rank. They test to see if the non-positive condition of Commit is satisfied. Then they test the whole network to see if it is always with positive rank.
Results obtained: They prove the intruder's knowledge has a positive rank. They prove the intruder can't create non-positive messages from messages with positive rank. They prove that the non-positive condition of Commit is satisfied. They prove that whole network does not satisfy the positive rank.
Conclusions/Claims: The authors claim Schnieder's Rank function works perfectly and the Woo-Lam protocol is vulnerable to impersonation attacks.
Future Work: The authors have not noted any future work.
Cited By:
There is no publication which has sited this paper which is highly related to the survey.
4. G. Lowe (1997) A Family of Attacks upon Authentication Protocols, Technical Report 1997/5, Department of Mathematics and Computer Science, University of Leicester.
Problem: There is not a certain problem being solved but a series of attacks on authentication discussed and analyzed, since they must be fully understood to solve the errors in the protocol model.

Previous Work: No previous work has been presented.
New idea/algorithm/architecture etc: Lowe presented four attacks on authentication protocols which cause the responder to think the initiator has started more than one session although it has only started one. The author considers shared key and private key to show the attacks. In addition he considers the effect of nonces and time stamps in the attacks as well.
Experiments/analysis carried out: As for the experiments he first considers the Wide-Mouthed Frog protocol and test the attack where the responder thinks it has two sessions with the initiator although it has only one session. The author shows the attacks it proceeded by the replay of a message from a previous run. Then the author presents the Dinning-Sacco and claims it suffers from the same problem as the Wide-Mouthed Frog. In the next stage the author shows an attack on CCITT X.509 where it is carried out in three runs and the initiator is used as an oracle by the intruder. In the end the author presents SPLICE/AS and presents the attack as a replay of messages in the third run.

Results obtained: The author solves the cause of the attack on the Wide-Mouthed frog is inappropriate timestamps with inefficient information. The author solves the Dinning-Sacco problem the same as the Wide-Mouthed frog. The author claims the attack in CCITT X.509 is caused by the lack of responder identity in the messages. The author claims the attacks in SPLICE/AS can be solved by nonce challenges.

Conclusions/Claims: In the end Lowe concludes that these attacks can help the researches in analyzing, modeling and verifying authentication protocols. In the end Lowe suggests CSP as a proper method in modeling and verifying authentication protocol in a formal manner.

Future Work: The author has not presented future work..

Cited By:

A. W. Roscoe (1997) The Theory and Practice of Concurrency, Prentice Hall
G. Lowe (1997) A hierarchy of Authentication Specifications,  Proceedings of the 10th IEEE workshop on Computer Security Foundations, Publisher: IEEE Computer Society, 3
5. A. W. Roscoe (1995) Modelling and Verifying Key Exchange Protocols using CSP and FDR, Proceeding of 1995 IEEE Computer Security Foundations WorkShop, Publisher: IEEE Computer Science Press, 98—107
Problem: Roscoe aims at modeling and verifying key-exchange protocols in context which had not been previously considered and analyzed.

Previous Work: The author notes the following as his previous work:  “CSP and Determinism in Security Modeling” and “Non-interference through Determinism”
New idea/algorithm/architecture etc: The author uses CSP to model and verify key exchange protocols based on his previous work (Roscoe et al 1995). At first he considers his system with strong encryption, and keys which are created fresh, the medium as insecure with a non-deterministic buffer of messages and open slots for acknowledgments, with encrypted messages. In his model he considers a number of process nodes and he separates the nodes to a group which initiate a session and a group which respond to a request for a session. The author points out that, nodes from the same group can not have a session between them and each session has a fresh key. As for the intruder the author give it the ability to fake, drop and over head messages. In the continuing he verifies the mode by the following technique: 1) Code the main process description as though the given class of messages are certain to be delivered 2) Analyze separately the implementation of the chosen protocol in the context of encryption. In the end he shows how to prove confidentiality and robustness in key exchange protocols.

Experiments/analysis carried out: The author uses the Needham-Schroeder protocol to test his model. In its method he models the nodes as managers of secure communication by separating the security of communication with the messages sent. Considering his view he separates the node’s reaction to exceptions to passing it by or causing error. In his model he considers the security of session management in addition to message exchange in the protocol. For setting up a session he identifies the point at which we can be confident that the partner node is listening and knows the suitable key. In the end the author models the Needham-Schroeder based on his method for is to be robust and have confidentiality

Results obtained: The author does not test his method and only says his method can made the Needham-Schroeder model very simple and straightforward with a great decrease in its state space.
Conclusions/Claims: The author claims his method can made the Needham-Schroeder model very simple and straightforward with a great decrease in its state space.
Future Work: No explicit future work has been presented by the author.
Cited By:

A. W. Roscoe (1997) The Theory and Practice of Concurrency, Prentice Hall
G. Lowe (1997) Casper: A Compiler for the Analysis of Security Protocols, Proceedings of the 10th Computer Security Foundations Workshop, 18 – 30
S. A. Schneider (1998) Verifying Authentication Protocols in CSP, IEEE Transactions on Software Engineering, Publisher: IEEE Press, 741 – 758
G. Lowe (1996) Some New Attacks upon Security Protocols, Proceedings of the 9th IEEE workshop on Computer Security Foundations, Publisher: IEEE Computer Society, 162

6. Il-Gon Kim, Hyun-Seok Kim, Ji-Yeon Lee, Jin-Young Choi (2005) Analysis and Modification of ASK Mobile Security Protocol, Proceedings if the Second International Workshop on Mobile Commerce and Services, 79-83

Problem: The design of mobile security protocols is very difficult due to constraints of computation overhead, battery consumption and low bandwidth in wireless networks. Further more the security of protocols in wireless networks are more vulnerable than fixed wire-based protocol therefore it is important to guarantee the safety of these protocols. 

Previous Work: The authors pointed out I. Kim and J. Choi’s Formal Verification of PAP and EAP-MD5 Protocols in Wireless Networks: FDR Model Checking, and Gavin Lowe’s Casper.

New idea/algorithm/architecture etc: The authors chose CSP to model the security properties of protocols and use FDR to test if the properties hold in intruder based networks. In their approach the designer, designs the protocol based on the security needed then uses messages variables and cryptography to secure important information. Then they specify the security properties and message sequences of the protocol with Casper. Afterwards they give the CSP model to FDR to check the protocol. In the last step if certain security properties don’t hold they aim at fixing the flaw in the protocol.
Experiments/analysis carried out: The authors based their focus on analyzing ASK which provides authentication and key agreement in wireless networks. The authors use Casper to model the ASK protocol with the secrecy and authentication properties. As the intruder the authors consider that it knows only the identity of the agents, server and its own single nonce, all public keys and its own secret key. Then they test their model with FDR. After testing and finding authentication errors the authors change the protocol with out changing the protocols concept only in the type of message exchange. The authors test the modified version with FRD as well.

Results obtained: The authors claim they found an error in the authentication of ASK. They claimed ASK can not guarantee that when the initiator has finished a run with the responder, the responder has been running the protocol with the initiator with agreed values of free variables. The authors note the problem in the identity; public key and session keys of the initiator and the responder can be intercepted. After modification of the Ask protocol the authors claim that FDR found no errors in the new ASK protocol and they have solved its authentication problem.

Conclusions/Claims: The author note that they have successfully modeled and tested the ASK protocol and have found its vulnerabilities. Further on they claim their modified version is secure against replay attacks and the new version is faster than the older version.

Future Work: No Future work has been presented by the authors.
Cited By:
There is no publication which has sited this paper which is highly related to the survey.
7. Hyun-Seok Kim, Jeong-Hyun Oh, Jin-Young Choi (2006) Security Analysis of RFID Authentication for Pervasive Systems using Model Checking, Proceedings of the 30’th Annual International Computer Science and Applications Conference, 195- 202

Problem: The RFID system is becoming a very important aspect in life. However widespread deployment of RFID tags may create new threats to user privacy due to the powerful tracking ability of tags, therefore the security of RFID is very important and need to be checked.
Previous Work: As previous work the authors presented work which address security in RFID such as “The Hash Lock Scheme” by S. Weis, “The Randomized Hash Lock Scheme” by S. Weis and “The Chained Hash Scheme” by M. Ohkubo.
New idea/algorithm/architecture etc: The authors use Casper to model RFID and the intruder. Then they give the model to FDR to check their authentication and secrecy properties. The authors don’t present a new idea, they basically want to use previous techniques to model check RFID.

Experiments/analysis carried out: They use the hash unlocking version of the protocol and model it with Casper. To verify it they consider the secrecy property as 1) User R believes that session key is a secret which should be known only to R and user T. 2) User R believes that Id is a secret which should be known only to R and user T. As for the authentication property they considered the condition where user T is authenticated to user R with Id, the session key.
Results obtained: They show that it does not satisfy the security and authentication properties and therefore the hash unlocking protocol may be susceptible to a sniff and spoof attack by an intruder due to unsecured communication channel between reader and the tag.
Conclusions/Claims: The authors claimed they focused on the verification of the hash-unlocking protocol which is widely researched in RFID system and analysis of the vulnerabilities of the protocol using Casper, CSP, and FDR. In verifying this protocol with FDR tool, they claimed they were able to reconfirm some of the known security vulnerabilities which are likely to occur in RFID system. 
Future Work: No future work has been noted.
Cited By:

There is no publication which has sited this paper which is highly related to the survey.
8. Ben Donovan, Paul Norris, and Gavin Lowe (1999) Analyzing a library of security protocols using Casper and FDR, In Workshop on Formal Methods and Security Protocols, 

Problem: A specific problem was not pointed out but the authors noted that the aim of the paper is to study the power of model checking in analyzing security protocols.

Previous Work: The author does not explicitly mention any previous work. 

New idea/algorithm/architecture etc: The authors of this paper have intended to analyze fifty security protocols using CSP, Casper and FDR. The authors have analyzed the security protocols in Clark and Jacobs library. The authors present their CSP model by noting that the agents and intruder must be modeled as CSP process and the security properties must be modeled as CSP specifications and therefore they are all tested by FDR to see if the system satisfies the specification. After presenting the model the authors show the differences of their work and Barkin’s.

Experiments/analysis carried out: They claim they tested 49 out of 50 protocols in Clark and Jacobs library and found 20 attacks from 25 previously known attacks in the library.

Results obtained: They point out the Multiplicity attack; the Role Confusion attack, the self authentication attack which they have found in the protocols. The Diffie Hellman Key Exchange was presented by the authors to have an attack of exposing the key to the intruder. Further on they consider attacks on Otway Rees protocol where they claim they found a new attack ending in the parties having different session keys. They also note they found attacks found the man in the middle by Abadi and Needham. The authors state that their method is weak in finding type flaw attacks because of the limitations of Casper and could only find previously known attacks on Woo and Lam Mutual Authentication Protocol and Neuman Stubblebin based on a guided model to find the these attacks. They note that their method was incapable of modeling the Gong Mutual Authentication. They state they didn’t model key compromise therefore attacks based on this functionality were not covered. 
Conclusions/Claims: As a conclusion they note that their method has found all known attacks and new ones and therefore has been proven to be a useful method in analyzing protocols. The authors claimed they made the following contributions: 1) A tutorial of CSP/FRD/CASPER, 2) Show how well these methods analyze a large group of protocols, 3) Find new attacks not previously known of protocols presented

Future Work: As their future work they state that they intend to add the ability to compromise keys to Casper. Other than that Casper is incapable of modeling repeated authentication and therefore they intend to extend Casper to include this ability.

Cited By:

Peter Ryan, Steve Schneider (2001) Modeling and Analysis of Security Protocols, Publisher: Addison-Wesley.

9. A. W. Roscoe (1996) Intensional Specifications of Security Protocols, Proceedings of the 9th IEEE workshop on Computer Security Foundations, Publisher: IEEE Computer Society , 28-38
Problem: The author tries to solve the problem that what a security protocols is actually intended to achieve and aims at introducing the canonical intensional specification of a protocol in CSP.

Previous Work: He presents “Some New Attacks on Security Protocols” by G. Lowe and discusses his work to be similar to his canonical intensional specification. In addition he presents “Authentication and Key Exchanges” by W. Diffie and claims their work is similar to his intesional specification.

New idea/algorithm/architecture etc: The author proposes an automatable style of specification which asserts that a node can only complete its part in a protocol run if the pattern of messages anticipated by the designer has occurred. The author presents the extensional specification which is based on what the protocol wants to achieve and test the state of the participants in a protocol run. In the continuing the author presents intensional specification which its purpose is to assert a property of the way a state is reached. Based on intensional specification the author presents canonical intensional specification which based on assuring that no node can believe a protocol run has completed unless a correct series of messages has occurred. In the end the author presents time in intensional specifications to consider time sensitive protocols as well.

Experiments/analysis carried out: The author used CSP and FDR to test TMN against specific extensional safety specification given to experiment his extensional specification method. In the continuing the author models the Needham Schroeder Secret Key Protocol (NSSK) in CSP based on intensional specification. For this the author considers two channels for input and out of nodes, signal events and the sequence of messages representing a ingle legitimate session of a protocol run. In his experiments the author presents situations where the canonical intensional specifications can fail and gives an example using TMN and presents solutions to these failures in terms of fixing the protocol. In the end the author tests his time sensitive intesional specification on NSSK.

Results obtained: The author claims his extensional specification method found 13 attacks on TMN which where previously proved. The author uses results to show that canonical intensional specification doesn’t catch any attack which takes the form of the spy replaying the contents of a completed session through the server. In addition the author claims all attacks found by extensional specification can be found by canonical intensional specification and the following attacks are sure to be found by canonical intensional specification: Reflection, Man in the Middle, Parallel Session, Duplicate Session and Freshness attacks. In the end the author finds the Denning-Sacco attacks in NSSK using his time sensitive intesional specification and proves it works properly.

Conclusions/Claims: The author claims he has presented the use of specifications which take a global view of communications in the network resulting from the implementation of a protocol and assert that they only follow anticipated patterns. In addition the claims his canonical intensional specification in authentication protocols provide an accessible way of seeking and judging attacks.
Future Work: No future work has been presented by the author. 
Cited By:

B. W. Roscoe (1997) The Theory and Practice of Concurrency, Prentice Hall
G. Lowe (1997) A hierarchy of Authentication Specifications,  Proceedings of the 10th IEEE workshop on Computer Security Foundations, Publisher: IEEE Computer Society, 3
S. A. Schneider (1998) Verifying Authentication Protocols in CSP, IEEE Transactions on Software Engineering, Publisher: IEEE Press, 741 - 758 
G. Lowe (1996) Some New Attacks upon Security Protocols, Proceedings of the 9th IEEE workshop on Computer Security Foundations, Publisher: IEEE Computer Society, 162
G. Lowe, B. Roscoe (1997) Using CSP to Detect Errors in the TMN Protocol, IEEE Transactions on Software Engineering, Publisher: IEEE Press, 659 – 669
A. W. Roscoe (1998) Proving Security Protocols with Model Checkers by Data Independence Techniques, Proceedings of the 11th IEEE Computer Security Foundations Workshop, 84 – 95
10. Steve Schneider (1996) Security Properties and CSP, IEEE Symposium on Security and Privacy, p. 0174
Problem: Security properties such as authentication, key exchange, key distribution, non-repudiation and proof of origin are hard to characterize formally and informally since the protocols themselves have a great deal of combinatorial complexity, making their analysis prone to error.
Previous Work: The author does not explicitly mention any previous work. 

New idea/algorithm/architecture etc: The author uses CSP to analyze authentication, confidentiality, to capture security mechanisms and to design protocols which provide security properties. He states that this paper is aimed at proposing possible approaches in modeling authentication and confidentiality and not aimed at a particular protocol. The author chose the traces model from CSP to do the analysis. He specifies a process which sends and receives on two different channels as the building block of his model. As for the model itself the author considers a network of such processes with the intruder in complete control of the sending and receiving channels and has the ability to kill, add, intercept and generate messages from information it knows. The author presents two views of security protocols: user point of view and high level point of view and only uses the latter in his model and models confidentiality and authentication in CSP. When modeling the messages the author notes the messages are basic and considered a function to be able to extract information of messages to consider deduction of messages by the intruder and by using information system the author has shown the deduction ability of an intruder. 

Experiments/analysis carried out: To experiment its architecture for authentication the author uses Meadows example in his paper “Applying formal Methods to the Analysis of the key management protocol”. 

Results obtained: The author claims that they found all the attacks in the Meadows example and presents the attacks to prove his claim. And therefore comes to the result that his model is sufficient for modeling security properties.
Conclusions/Claims: The author states that his paper was concerned with the expression of particular security properties and protocols within the framework of CSP and shows that his presented method of modeling authentication with CSP is successful and sufficient on analyzing authentication properties in security protocols. 
Future Work: The author focuses on some modeling issues such as creating a finite space for messages, considering refinement in the model of the system for detecting flaws, and tends to focus on non-repudiating protocols.

Cited By:

Gavin Lowe (1997) A Hierarchy of Authentication Specification, Proceedings of the 10th IEEE workshop on Computer Security Foundations, 31-43

11. Neil Evans, Steve Schneider (2000), Analyzing Time Dependent Security Properties in CSP using PVS, Proceedings of the 6th European Symposium on Research in Computer Security, Publisher: Springer-Verlag, 222-237 
Problem: The authors claim that the complexity of security protocols are too great to analyze with out abstraction which leads to over-simplification and the possibility of missing size dependent flaws. In addition they state that in such analysis time is not considered since introducing time in protocol analysis brings complications although there are situation where time sensitivity is required for proper analysis.

Previous Work: They have referred to Gavin Lowe’s Casper compiler and J. Thayer’s Strand Spaces which all handle time in their specifications.
New idea/algorithm/architecture etc: The authors introduce a method to model and verify time dependant authentication properties of security protocols. For this they introduce event-based time into CSP and extend the corresponding embedding of CSP in PVS.The authors take a message-based approach to authentication and add a tock event to present passage of a time unit in CSP processes being called tock-CSP. The authors claim that adding event-based time to the PVS embedding of CSP causes no problems. The authors have used the Dolev-Yao model as their network and have incorporated time in the model. Furthermore they present time in authentication properties using tock. And use the rank function theorem for verifying that time-sensitive protocols satisfy a time authentication property expressed in tock. 
Experiments/analysis carried out: The authors use the Wide-Mouthed Frog protocol to demonstrate their method. The responder, initiator and server agents execute any amount of protocol runs. The initiator and responder agents are modeled to be non-urgent and restrict the responder to only accept messages which its time stamp is in a predefined time threshold. As authentication the following was presented: “if agent b responds to a message containing timestamp value t then the protocol run was initiated at or after time t-d, where d is the delay constant”.
Results obtained: When testing their model against authentication the authors realized a proper rank function can not be found and when they try to force a suitable rank function the intruder can trick the responder into thinking the intruder is the initiator of the message.
Conclusions/Claims: the authors claim their work has documented the generalization of PVS embedding of CSP by implementing event-based time. They claim their work allows the analysis of protocols using timestamps. They note the strength of their work as being that their framework allows more complicated time-dependant behavior of the protocol.

Future Work: the authors aim at making their method more user friendly and plan on testing protocols which exhibit more time-critical behavior.

Cited By:

Peter Ryan, Steve Schneider (2001), The Modeling and Analysis of Security Protocols, Publisher: Addison-Wesley

Paul Syverson, Iliano Cervesato (2001), The Logic of Authentication Protocols, Lecture Notes In Computer Science, Vol. 2171, Publisher: Springer-Verlag, 63-136 
12. Gavin Lowe (1997) A Hierarchy of Authentication Specification, Proceedings of the 10th IEEE workshop on Computer Security Foundations, 31-43

Problem: The Author has stated that the meaning of authentication varies among researchers and developers which have a close connection with the developer’s and researcher’s needs. Therefore the author believes that different well known definitions of authentication must be analyzed and their meaning must be formalized.

Previous Work: The author has compared the authentications he presents to the Intensional Specification (Roscoe et al 1996), the authenticated key exchange by Diffie, the entity authentication by Gollman and the authentication provided by Paulson.
New idea/algorithm/architecture etc: The author uses CSP to analyze different meaning of authentication to study their strengths. Further on he uses FDR to test the level of security of systems running the presented authentication methods. The first authentication he presented was Aliveness which only guarantees to the initiator the aliveness of the responder when it completes a run with apparently the responder. The next authentication named Weak Agreement was based on Aliveness with addition to the responder been previously running the protocol apparently with the initiator. Their third authentication called non-injective considers a non-injective agreement between the initiator and responder on some data sets. The last authentication they present called Agreement is based on non-injective authentication with considering a one-one relationship between the runs of the initiator and the responder. 

Experiments/analysis carried out: The author considers a system with one initiator, responder and server and each agent is capable of running events that signal the belief of each agent. The author models the intruder as a process parallel with the processes of the agents and checks the model to see if it satisfies the authentication goals. The author starts with Agreement and models it based on the idea that the responder should run the signal for running the protocol with the initiator with agreed values data before the initiator runs a signal for completing the protocol with the responder with the same values of data. Then the author models Non-injective agreement by mapping a single signal showing the responder running the protocol with the initiator, with agreed values of data to a number of signals showing the initiator completing the protocol run with the responder with the same values of data. The author then models Weak agreement similar to Non-injective without considering the values of free variables. 

Results obtained: The author shows the traces of attacks on the different authentications he presents and proves that all the authentications excluding Agreement can not provide an attack-less authentication mechanism and are all attack prone. 
Conclusions/Claims: As conclusion the author claim he has successfully presented various specifications of authentication and has modeled a system and the authentication specifications with CSP successfully. The author states he has presented a worthy comparison of the modeled authentication and has shown the strengths and weakness of each.

Future Work: The author did not specify any future work on this subject.

Cited By:
Gavin Lowe (1998) Towards a Completeness Result for Model Checking of Security Protocols, Journal of Computer Security, Editor: IOS Press, 89-146

Gavin Lowe, Bill Roscoe (1997) Using CSP to Detect Errors in the TMN Protocol, IEEE Transactions on Software Engineering, Editor: IEEE Press, 659-669
Gavin Lowe (1997) Casper: A Compiler for the Analysis of Security Protocols, Proceeding of the 10th Computer Security Foundations Workshop, 18-30

13. P. Broadfoot, G. Lowe (2002) Analyzing a Stream Authentication Protocol Using Model Checking, Proceedings of the 7th European Symposium on Research in Computer Security, Publisher: Springer-Verlag, 146 – 16
Problem: The authors aim at finite modeling and analyzing a stream authentication protocol using model checking which have unbounded stream of cryptographic keys and therefore create infinite models and are infeasible to analyze.

Previous Work: No previous work has been presented by the authors.
New idea/algorithm/architecture etc: The authors create a finite CSP model based on Roscoe’s data independence (Roscoe et al 1998). The authors base their work on TELSA and consider the system with one sender, receiver and intruder process. In their model they considered a KeyManager process to model the unbounded keys and model the intruder which can hear, drop and fake messages and have an inference function as many two processes for each fact it knows. Then they use data independence to make the model finite. They recycle keys no more in use by honest agents, replace the key in the intruder’s memory with a predefined bogus key, and instruct the KeyManager that it can reuse the same key again. In the end the authors consider a more complicated version of TESLA considering key chaining with unbounded hashes and uses a process called key checker which keeps track of the order of the keys issued by KeyManager and only allows the checking of keys if the two keys are consecutive. Therefore they model the checking of hashes by having the receive attempting to check the two keys it has received which is synchronized with the key checker and it is possible only if the keys are consecutive. Therefore they make this model of TESLA finite as well.

Experiments/analysis carried out: The authors use TELSA as the basis of their analysis. They model the sender and receiver in TELSA in detail in CSP and use the tock event to synchronize the time dependencies of the receiver and sender in TESLA to properly show its time sensitivity. Later on they use their method on their TESLA model and make it finite. To make their experiment more optimized they reduce TESLA messages to two, split up the large messages and show all the incorrect MACs with a single variable

Results obtained: The authors show that their finite model of TESLA has the same properties and capabilities of the original model. In addition they show their method does not lose attacks and does not add bogus attacks as well. They show that their method is sound based on Roscoe’s data independence techniques. In the finite key chain model of TESLA, the authors claim their method creates false attacks but can be prevented if the keys are recycled in the order they are created.

Conclusions/Claims: The author claim they successfully modeled a Time efficient stream loss-tolerant authentication protocol using CSP/FDR with a finite model and efficient analysis and their method creates no loss of attack and presents to false attacks as well and can be easily extended to other protocols than TESLA.
Future Work: No explicit Future work has been presented.
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14. G. Lowe (1997) Casper: A Compiler for the Analysis of Security Protocols, Proceedings of the 10th Computer Security Foundations Workshop, 18 – 30
Problem: Creating the CSP model of security protocols is very time consuming and prone to error. In addition it is only possible for people well practiced in CSP.
Previous Work: He compares his work to Millen’s CASPL in “CASPL: Common Authentication Protocol Specification”.
New idea/algorithm/architecture etc: The author presents an automated system called Casper which gets an abstract notation of a protocol and presents a CSP model of it. The author presents the use of his system in detail. His system has an input file with the protocol specification. He separates the description to the way the protocol works and the system which should be checked. In describing the protocol he considers the message list, the sequence of messages that constitutes a normal protocol run, the declaration of the types of free variables and the declaration of the agents taking part in the protocol. In describing the system he considers defining the actual types to be used, defining any functions used, defining the agents taking part and defining the intruder capabilities. The author has presented the capability of forwarding messages, finding type flaw attack, modeling Vernam and bit-wise exclusive-or encryption and presenting belief using signals.
Experiments/analysis carried out: He tests four types of Wide-mouthed frog protocol. He creates the CSP model with Casper of the first types with one sender, responder and intruder, with only one point time unit for checking. In addition he gives the intruder the agent’s identities and his own key. He creates the second type a single agent will once be initiator and once be responder. He creates the CSP of the third type by considering the responder runs the protocol twice. In the last state he creates a CSP model with Casper of the protocol where the initiator and responder run the protocol once, but the server runs it three times. 
Results obtained: The author claims he found no attacks on the first type of Wide-mouthed frog protocol. In the continuing the author claims he found the attack that the initiator can not authenticate the responder in the second type and the initiator does not get authenticated correctly in the third type. In the end the author shows the initiator does not get authenticated properly again in the fourth type.
Conclusions/Claims: The author claims his tool makes creating CSP models easier and updating the CSP model has become easier and less error prone. He claims although his tool does no cover all the features of security protocols but creates a sufficient environment to test new ideas in security protocols.
Future Work: The author says he aims at making Casper capable of having non standard cryptographic techniques, of handling protocols with non linear message sequences, of finding compound data flaw attacks, of modeling key comprise, of modeling non-repudiation and modeling an intruder capable of guessing.
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15. G. Lowe (1998) Towards a Completeness Result for Model Checking Protocols, Proceedings of the 11th IEEE Computer Security Foundations WorkShop, pp. 96-105
Problem: In model checking security protocols usually protocols are tested in small system. The problem is a protocol proved secure in such a system can not be proved to be secure in a larger system.
Previous Work: No previous work has been mentioned by the author.

New idea/algorithm/architecture etc: The author presents two concepts: 1. Breach of strong Secrecy, where an honest agent believes a value used in a protocol run to be a secret shared only with other honest agents but the intruder knows, 2. Breach of secrecy, is like the previous one only in a complete protocol run. With these concepts the author presents his method: if there is no attack upon a small system causing breach of strong secrecy, then there is no attack on any system causing breach of strong secrecy and hence breach of secrecy. The author presents the small system with messages built from sequences of atomic values and with perfect encryption, the protocol is presented as a template with free variables, the agents can adopt arbitrary roles in each protocol run and can get to all parts of a message, the free variables are considered a result of a function or simple values, which their values can be fresh or secure, the honest agents take one distinct role each running the protocol once in agreed roles, and the intruder’s initial knowledge is non secret variables from functions and all non secret information in the system.
Experiments/analysis carried out: The author creates a small model of Otway-Rees protocol with his assumptions for a proper small system with one initiator, responder, server and intruder and tests the model with FDR. Then the author models TMN based on his model such as Otway-Rees with PKI and tests it with FDR. In the end the author presents a theoretical proof for his theory as well.
Results obtained: The author claims that the results from FDR show Otway-Rees to be secure in any system based on his theory. The author claims TMN is found insecure due to no authentication of sender but can be fixed by replacing PKI with shared key encryption.

Conclusions/Claims: the author claims he has presented sufficient conditions upon security protocols and their environment such that if there is no attack upon an appropriate small system, then there is no attack upon an arbitrary system and claims his method is easy to work with and adapt protocols to work with his method. But in the end the author says his method has a false negative problem only seen within the Needham Schroeder Protocol.
Future Work: The author aims at extending his work to include authentication protocols as well. In addition he aims at refining his results to remove some of his simplifying assumptions so more protocols and cryptographic functions can be dealt with.
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Problem: The author aim at confidentiality issues about how can a system interacting with a number of users be specified and verified that it does not allow leakage of information.
Previous Work: The author compares its work to Allen in “Comparison of non-interference and non-deductibility using CSP”, Graham-Cumming in “The formal development of secure systems”, Jacob in “Specifying security properties in developments in concurrency and communication”, and Ryan in “A CSP formulation of non-interference” and notes their work is similar to his concept “lazy trace-invariant”.
New idea/algorithm/architecture etc: The author uses CSP and argues that confidentiality can be expressed better by determinism of an abstract model of the system. To present his idea, he considers a process P with disjoint subsets H and L which partition its alphabet and the user interacting with P in L should gain no information about interactions of a user in H with P. Then he presents confidentiality in terms of determinism saying for information to leak from user H to user L is by the process behaving differently towards user L based on what user H has done, which appears as user H is resolving a non-determinism in how the process behaves towards user L and the best way of ensuring that non-determinism never gets resolved is to show that there is non. Further on to become more accurate he considers the effect of different types of actions and suggests that H be decomposed to signals and events D which can be delayed. 
Experiments/analysis carried out: The author presents the following concepts to prove his vision: 1. eagerly trace-invariant saying the behavior on any trace ignoring H actions, is equivalent if the observation of subsequent H actions are prevented, 2. lazy trace-invariant is same as the first one but says that hidden actions don’t need to happen immediately but can be delayed. Using these concepts he theoretically proved the conditions where P is deterministic and satisfies eagerly trace-invariant or lazy trace-invariant and vise versa and classified the results as: early independence if P\H is deterministic and lazily independence if P|||RUNH is deterministic. For proving his idea of breaking down H he presented the mixed trace-invariant based on the previous two and saying the hiding of signals and the interleaving of D after the execution of any trace does not effect L and proved where P is deterministic and satisfies mixed trace-invariant and vise versa naming the result mixed independence if (P\S)|||RUND is deterministic. 
Results obtained: The results from the early independence and lazily independence shows that for a deterministic P, trace based conditions are sufficient and in anyway H is abstracted the L interface is deterministic and could have not been influenced by H. Based on the results returned from the proof of mixed trace-invariant, the author showed that the determinism based independence condition is the most satisfying of the mixed conditions

Conclusions/Claims: The author notes that analyzing confidentiality is best via determinism since they have the property of being preserved under refinement. In addition the author notes his method can be simply applied to large size systems and his method has the advantage of having algorithms close to FDR and therefore can take advantage of its features.

Future Work: No future work is presented by the author.
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Problem: Proving protocols with model checking is basically done on small and limited versions of the protocol which can not guarantee that the model checker has found any attack on the protocol.

Previous Work: The author does not present any previous work.

New idea/algorithm/architecture etc: The author uses data independence techniques to model nodes which can call infinite resources while keeping the type of resources finite. The author says many crypto protocols have characteristics of data independence such as nonce. The author uses methods in data independence proofs in CSP models of crypto protocols and reduces full size models of these protocols to a smaller model with all parameter values. One of methods is logical relations who the author claims works good in case of traces and the relation being injective. Another method is positive conjunctions that the author uses to analyze the deduction process of the intruder and to prove that a single intruder is enough to test the protocol and to solve the problems caused by non-injective logical relations. By using these methods and deriving specialized methods based on them the author creates a small system enough to model check the full size protocol.

Experiments/analysis carried out: The author proved his technique by creating a system with one intruder, honest agents and a nonce manager which creates and remembers all nonces in the system. The nonces in the model satisfy positive conjunctions but the whole model does not. Within this model the author tests his logical relation method to see if it can reduce the infinite set of nonces to a finite set.

Results obtained: The author claims by using the logical relation method he successfully bounded the set of nonces by simply employing the relation on the nonce manager and the intruder’s knowledge. The author comes to the result that his method can find any attack on the full size protocol but imposes false attacks which are cause by his logical relation. In the end the author presents results that show the limitation of his work, saying his method is limited by considering the intruder to have a certain limit of power presented in the system and can not gain more knowledge that the limit presented, the nodes interpret different messages in different types and nodes can only run one session at a time.

Conclusions/Claims: The author claims his method makes it possible to prove more complete results on model checkers and his technique can be applied to all crypto protocols with out time stamps with relevant positive deductive systems. In addition the author claims since his method is not restricted to specific types most of the methods based on trace specification can be brought in his scope of work.

Future Work: The author aims at solving the limited problem of nodes being capable of running one session at a time.
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Problem: Modeling Commercial Protocols are very difficult because of their high complexity. In addition their models cause state explosion and can not be analyzed.

Previous Work: 

New idea/algorithm/architecture etc: The authors find the complexity in the protocols are simplify them to create smaller and simpler protocols and model and analyze the simple version and proof their simplification is preserves fault. For their method they consider two ways of transformation: Renaming Transformation: where the messages in the original protocol are uniformly renamed according to some function; Structural Transformation: where the structure of the protocol is changed, with messages being added or removed, or the senders and/or receivers of messages changing.

Experiments/analysis carried out: To show examples on their Renaming methods they showed a non real life example of a protocol and took away the encryptions and hashes that were un-necessary for the protocol’s correct functionality. In the next step they cut of atomic non key fields or fields which were applications of hashes and renames atomic necessary fields. Afterwards with some examples they showed that some messages can be swapped and even some fields can be cut out of the encryption. In the end for the SET protocol they showed the signatures can be simplified with the techniques they showed as well. To show their structural technique they present some examples. They used the CyberCash Main Sequence Protocol and in the first step removed the fields that are not necessary for its functionality such as the price of the transaction according to each agent, the customer's credit card number, agents' identities, keys, and transaction numbers. In the next step they cut off hashes of public keys which are not necessary.

Results Obtained: After simplifying the protocol they tested it and they found a weak authentication attack where the intruder watches a run of the protocol, intercepts a message, and then fakes the message from what it has seen in previous messages. They claim this can be traced back to an attack on the full protocol as well. In addition they realize that failure to find an attack using a model checker does not necessarily imply that the protocol is secure.

Conclusion: In the end the author concludes they have introduced the notion of fault-preserving simplifying transformations: transformations that have the property of preserving attacks and have produced sufficient conditions for a renaming transformation to be fault preserving, and used this result to show that a number of transformations are indeed fault-preserving. They also conclude that they proved that two structural transformations are fault-preserving. 

Future Work: they aim to deal with other forms of authentication specification, and also other security properties such as non-repudiation.
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Problem: In the data independence technique by Roscoe each individual identity could perform an unlimited number of protocol runs sequentially, therefore the degree of parallelism remained bounded.

Previous Work: They based their work on (Roscoe et al 1999) Proving security protocols with model checkers by data independence techniques and (Roscoe et al 2000) Automating data independence
New idea/algorithm/architecture etc: The authors presented a solution by internalizing protocol roles within the intruder process since it made the internalized server role arbitrarily parallel at least in cases where it did not generate any new values of data independent type. In the next step the authors presented a concept names Just-in-Time which will help them derive and justify finite bounds upon the intruder that prevent him from requesting an unbounded supply of fresh values, without weakening our analysis. In addition the authors present dummy values so together with the JIT property they can map a protocol model with an infinite supply of fresh values to a reduced system with only a finite set of fresh values which simulates the original one in a similar sense to that achieved in our earlier data independence work with only external agents.
Experiments/analysis carried out: The authors do not experiment their method but what they do is only present fictional protocols to depict the concepts they have presented.
Results Obtained: They point out that there are two main advantages for modeling protocol roles internally within the intruder. The first is that this approach serves as an effective state space reduction technique. The second advantage is that the internal model of a protocol role A naturally captures a highly parallelized version within A. But the authors note that one of the problems that arises from this new modeling approach is that if the intruder is unrestricted, then he can perform any number of these generations he wishes, each time requesting a fresh value; this will result in the corresponding manager running out of fresh values.

Future Work: They plan to broadening classes of conditions and specifications where we can use these techniques, wherever possible on all the identities present in a given protocol.
Conclusion: The authors conclude that as well as proving to be a highly effective state space reduction strategy, they have shown that the internal protocol role model frequently permits protocols to be analyzed with some roles having an arbitrary degree of parallelism.
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Problem: With the growth of wireless networks security solutions need to meet the requirements of a variety of customers based on IEEE 802.11. Therefore analyzing IEEE 80.2.1x security protocols are error prone but need to be done from the secrecy and privacy point of view. 
Previous Work: The authors do not specify any previous work on this subject.

New idea/algorithm/architecture etc: The authors aim at specifying PAP and EAP-MD5 (security protocols of IEEE 802.11) with CSP/FDR and then verify their authentication and secrecy properties. For the model a client host requesting a service, an NAS, and RADIUS is considered. PAP’s CSP model is considered as highly resistant to brute force attacks, considering the password and the shared secret. The authors modeled the intruder with an initial knowledge of the public keys of agents, the agent identity and its own generated random number. The authors model EAP-MD5 with the same settings for PAP. 
Experiments/analysis carried out: The authors choose RADIUS as the access authentication server and used PAP for transmitting credential user data to and from the authentication server. PAP’s CSP model was designed with considering the MD5 algorithm with the MD5 hash function having symmetric key types. The authors model EAP-MD5 with the same settings for PAP. After modeling the PAP and EAP-MD5 the authors check the model against authentication and secrecy properties. Furthermore the authors verify the safety specifications of RADUIS and the system model using trace refinement.
Results obtained: The authors claim they found a man-in-the-middle attack when checking the model against secrecy properties. After checking secrecy and authentication against RADIUS the authors claim RADIUS does not satisfy these properties. As another result the authors state that PAP is susceptible to sniff and spoof attacks which can be solved by establishing a secure channel between the user and NAS. Further more the authors claim they found that EAP-MD5 does not satisfy authentication but does satisfy secrecy.

Conclusions/Claims: The authors claim in their paper they reconfirmed previously known vulnerabilities of PAP and EAP-MD5 using CSP/FDR and show that model checking is a suitable method for finding these weaknesses.

Future Work: They mention DoS attacks and aim at modeling these types of attacks with CSP.
Cited By:
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